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Introduction: When Prevention Fails

Every security program eventually reaches a moment where prevention fails. A
credential is stolen through a phishing campaign that bypassed detection. A
vulnerability is exploited in a system that was scheduled for patching next cycle. A
supply chain dependency ships a compromised update that installs cleanly because it
carries a trusted signature. A ransomware payload detonates across the network because

lateral movement was not constrained.

In that moment, governance philosophy does not matter. Audit alignment does not
matter. Control diagrams do not matter. The number of security certifications the
organization holds does not matter. The size of the security budget does not matter. The
only thing that matters is whether the organization has the operational capability to

survive.

Survivability is not a natural byproduct of security investment. Organizations that spend
hundreds of millions on security tools can still collapse when those tools fail to prevent a
determined adversary from gaining access. The tools were designed for prevention.
Survivability requires a different design entirely. It requires systems that assume

prevention has failed and that are engineered to operate under adversarial conditions.

This is Bunker Mode. It is the operational state an organization enters when it is under
active attack and must simultaneously contain the threat, preserve critical operations,
generate evidence for investigation and legal defense, and prevent the attacker from

expanding their foothold.

Bunker Protocols is the engineering manual for that operational state. It is written as
survival doctrine, not compliance guidance. It focuses specifically on RCF Domain 13,
Incident Response, and RCF Domain 14, Resilience, Business Continuity, and Disaster
Recovery. It teaches organizations how to build the systems, processes, and command

structures needed to survive attacks that bypass every preventive control.

Prevention reduces probability. Bunker Mode reduces impact. Both are necessary. But
when prevention fails, and it will fail, only Bunker Mode determines whether the

organization survives or collapses.



The organizations that survive are not those that prevented every attack. They are those
that contained every breach, recovered every critical service, and produced evidence of
everything that happened. This book teaches how to build that capability.



Partl
The Bunker Mode Mindset

Chapter 1: Designing for Contested Operation

1.1 The Peacetime Fallacy

Most organizations design their security architecture for peacetime operation. They
deploy controls that function under normal conditions, staff operations centers for
steady-state monitoring, and write incident response plans that assume clear
communication, full system access, and reliable tooling. These designs work beautifully

during normal operations. They collapse under adversarial pressure.

Adversarial pressure means that the attacker is actively working to degrade the
organization’s defensive capabilities while expanding their own access. The monitoring
systems that detect intrusions may themselves be targeted. The communication
channels used for incident coordination may be compromised. The identity systems
used to authenticate responders may be under adversary control. The network paths

used to execute containment actions may be disrupted.

Designing for contested operation means assuming all of these conditions will exist
simultaneously and building systems that function despite them. It means that
containment can be executed even if the primary management console is unavailable. It

means that communication can continue even if the primary email and messaging



systems are compromised. It means that evidence can be preserved even if the primary

logging infrastructure is targeted.

This is not paranoia. This is engineering discipline applied to the operating conditions
that matter most. An emergency generator that only works when the main power grid is
functioning is not an emergency generator. A security operations capability that only

works when nothing is under attack is not an operations capability.

1.2 The Assumed Breach Posture

Bunker Mode thinking begins with the assumed breach posture: the attacker is already
inside. This is not a hypothetical exercise. It is the operational assumption that drives

every architectural decision, every automation workflow, and every command structure.

When the starting assumption is that the adversary has already gained initial access, the
design questions change fundamentally. Instead of asking how to prevent entry, the

organization asks how to detect presence, how to limit movement, how to protect critical
assets, and how to maintain operations. These questions produce different architectures

than prevention-focused questions produce.

The assumed breach posture requires that visibility is maintained even when parts of
the environment are compromised. Monitoring must not depend on systems that the
adversary can disable from a single point of compromise. Logging must be forwarded to
immutable storage that the adversary cannot reach through the same access that gave
them entry. Alerting must use out-of-band channels that function independently of the

compromised environment.

It also requires that trust relationships can be revoked rapidly. If the adversary
compromises an identity, every system that trusts that identity must be able to revoke
trust within minutes. If the adversary compromises a network segment, every service
that communicates with that segment must be able to sever the connection immediately.

Trust must be granular, revocable, and continuously validated.

1.3 The Time Equation



In every security incident, time is the decisive variable. The adversary’s objective is to
expand access before containment occurs. The defender’s objective is to contain the

threat before it reaches critical assets.

The time equation is simple. If the defender’s containment speed exceeds the
adversary’s expansion speed, the blast radius is limited. If the adversary’s expansion
speed exceeds the defender’s containment speed, the blast radius grows until it

encompasses the entire environment.

Manual containment processes operate at human speed: minutes to hours. Automated
adversary techniques operate at machine speed: seconds to minutes. This speed
differential means that manual containment will almost always lose the time equation
against automated adversary techniques. The only way to win the time equation is to

automate containment so that it operates at the same speed as the adversary.

This is not a preference. It is arithmetic. An organization that relies on human analysts
to review, approve, and execute containment actions is structurally incapable of
containing adversary techniques that execute in seconds. Bunker Mode engineering
exists to close this speed gap through automation that is bounded by guardrails but does

not require human approval for predefined high-confidence scenarios.



Chapter 2: The Three Principles of Bunker Mode

2.1 Principle One: Contain Immediately

The first principle of Bunker Mode is immediate containment. When a high-confidence
indicator of compromise is detected, the response must be automatic, fast enough to

prevent adversary expansion, and effective enough to stop the attack progression.

Immediate containment means that the detection-to-action interval is measured in
seconds, not minutes or hours. It means that the containment action executes without
waiting for human review of high-confidence signals. It means that the scope of
containment is calibrated to the threat, not so narrow that the adversary escapes and

not so broad that it shuts down legitimate operations unnecessarily.

Containment is the most critical action in incident response because every second of
delay expands the adversary’s access. A compromised credential that is revoked within
sixty seconds limits the adversary to whatever they could reach in sixty seconds. The
same credential revoked after sixty minutes gives the adversary sixty minutes of
unrestricted movement. The difference between these two outcomes is often the

difference between a contained incident and a catastrophic breach.

Immediate containment requires three capabilities: detection that produces high-
confidence signals with low false-positive rates, automation that can execute
containment actions without human approval for predefined scenarios, and
enforcement systems that can actually isolate endpoints, revoke credentials, and restrict

network access at machine speed.

2.2 Principle Two: Preserve Critical Operations

The second principle of Bunker Mode is preservation of critical operations. Containment
that stops the adversary but also stops the business is not containment. It is a different

kind of failure.

Preserving critical operations during an incident requires that the organization has

classified its services by criticality before the incident occurs. It requires that



containment actions are designed to protect critical services while isolating
compromised systems. It requires that the architecture supports continued operation of

essential services even when large portions of the environment are under containment.

This principle creates tension with the first principle. Immediate containment suggests
aggressive action. Preserving critical operations suggests restraint. Bunker Mode
engineering resolves this tension through surgical containment, which means that
containment actions are precisely scoped to isolate the compromised elements while
maintaining connectivity and functionality for critical services that are not

compromised.

Surgical containment requires architectural preparation. Critical services must be
segmented from general-purpose infrastructure. Communication paths between critical
services must be protected by controls that can tighten dynamically without severing
essential connections. Fallback modes must be designed for critical services that allow

them to operate with reduced functionality when supporting systems are unavailable.

2.3 Principle Three: Generate Evidence Continuously

The third principle of Bunker Mode is continuous evidence generation. Every action
taken during an incident, by the adversary and by the defenders, must be recorded with
sufficient detail and integrity to support investigation, legal proceedings, regulatory

reporting, and post-incident improvement.

Evidence generation during a crisis is fundamentally different from evidence generation
during normal operations. The stakes are higher because the evidence may be needed in
court or by regulators. The conditions are worse because systems may be degraded,
stressed, or under adversary control. The volume is greater because incident response

activities generate enormous amounts of data in a short time.

Continuous evidence generation requires that logging infrastructure is resilient to the
same threats that triggered the incident. Logs must be forwarded to immutable storage
before the adversary can reach and modify them. Log integrity must be protected by
cryptographic hashing that detects tampering. Timestamps must be anchored to

authoritative sources that the adversary cannot manipulate.



It also requires that defender actions are logged with the same rigor as adversary
actions. Every containment decision, every isolation action, every credential revocation,
every service shutdown, and every communication must be recorded. This defender
audit trail is essential for post-incident review and for demonstrating to regulators that

the organization responded appropriately.

Without defensible evidence, recovery becomes argument. With defensible evidence,

recovery becomes a structured process supported by facts.



Part I1

Engineering Bunker Mode

Chapter 3: Pillar 1 — Isolation by Design

3.1 The Architecture of Rapid Isolation

Isolation by design means that every system in the environment is architecturally
capable of being separated from every other system within seconds. This is not a feature
that can be added after an architecture is deployed. It must be designed into the

architecture from the beginning.

Rapid isolation requires four technical capabilities: endpoint auto-isolation based on
high-confidence detection signals, session revocation across all identity platforms
simultaneously, dynamic network segmentation that can tighten in real time, and

privilege freezing that prevents escalation during crisis conditions.

Each of these capabilities must be pre-configured, pre-tested, and pre-authorized. The
time to build isolation capability is before the incident, not during it. An isolation
capability that requires new firewall rules to be written during an incident is not an

isolation capability. It is a wish.

3.2 Endpoint Auto-Isolation



Endpoint auto-isolation is the capability to remove a compromised endpoint from the
network automatically when a high-confidence indicator of compromise is detected by

the endpoint detection system.

The detection signal must meet a defined confidence threshold before triggering
isolation. The threshold exists to prevent false-positive isolations that disrupt legitimate
work. For Bunker Mode, the threshold should be calibrated to favor containment over
continuity. A false isolation of a clean endpoint is an inconvenience. A failure to isolate a

compromised endpoint is a breach expansion.

Isolation must be effective across all network conditions. An endpoint that is on the
corporate network must be isolable through network-level controls. An endpoint that is
remote must be isolable through the EDR agent’s host-based firewall. An endpoint that
is connected through VPN must be isolable by terminating the VPN session and

activating host isolation simultaneously.

The isolation must be reversible. When investigation confirms that the endpoint is
clean, or when remediation is complete, the endpoint must be able to rejoin the network
through a controlled release process. Isolation without release is quarantine without

end, which eventually disrupts operations.

3.3 Session Revocation at Scale

When an identity is compromised, every active session associated with that identity
must be terminated simultaneously across every system, application, and service that

the identity has access to. This is session revocation at scale.

Modern environments involve dozens or hundreds of applications, each maintaining its
own session state. An identity compromise that revokes the password but does not
terminate active sessions allows the adversary to continue operating through existing
sessions for hours or days. Session revocation must be comprehensive: every OAuth
token, every SAML assertion, every Kerberos ticket, every API key, and every application

session must be terminated.

This requires a unified identity revocation capability that can broadcast revocation

events to all connected systems. The identity provider must be able to issue revocation



signals that propagate to every relying system within the session revocation SLA.
Systems that cannot receive and act on revocation signals represent gaps in the isolation

architecture.

3.4 Dynamic Network Segmentation

Dynamic network segmentation is the capability to tighten network boundaries in real
time during an incident. Normal operations may permit communication across zones
for business purposes. Bunker Mode restricts that communication to prevent the

adversary from leveraging cross-zone access.

Dynamic segmentation requires pre-defined tightening rules that specify which
communication paths are severed, restricted, or maintained at each escalation level.
These rules must be tested regularly to ensure they achieve isolation without breaking

critical service dependencies.

The segmentation must be enforceable at the network layer, at the host layer, and at the
application layer. Network-layer segmentation through firewall rules provides the
broadest control. Host-layer segmentation through endpoint firewalls provides control
even when network devices are compromised. Application-layer segmentation through

service mesh policies provides control at the finest granularity.

3.5 Privilege Freezing

Privilege freezing is the temporary suspension of all privilege elevation during crisis
conditions. When Bunker Mode is activated, no account should be able to gain
additional privileges beyond what it currently holds. This prevents the adversary from

escalating privileges during the containment window.

Privilege freezing requires that the Privileged Access Management system can switch to
a lockdown mode where just-in-time access requests are denied, standing privileges are
frozen at their current level, and new privilege grants require out-of-band authorization
from the Incident Commander. This lockdown creates friction for legitimate
administrators who need elevated access to perform incident response. That friction is

acceptable because it also creates an impassable barrier for the adversary.



Incident responders who need elevated access during Bunker Mode receive it through a
break-glass procedure that is logged, time-limited, and authorized by the Incident
Commander through an out-of-band channel. This ensures that privilege elevation

during crisis is deliberate, documented, and controlled.

3.6 The Isolation Speed Standard

The Bunker Mode standard for isolation speed is measured from detection to effective
containment. The target is seconds for endpoint isolation, seconds for session

revocation, and under five minutes for dynamic segmentation tightening.

These targets are aggressive because the adversary is aggressive. An adversary operating
with automated tools can move from initial access to domain compromise in minutes.
Isolation that takes longer than the adversary’s attack progression is ineffective

isolation.

Isolation speed must be measured and reported. RCCE engineers validate isolation
speed through controlled testing where adversary techniques are executed and isolation
response time is measured against the standard. Organizations that cannot meet the

speed standard have not achieved Bunker Mode readiness.



Chapter 4: Pillar 2 — Critical Service Protection

4.1 Not All Services Are Equal

During crisis, the instinct is to protect everything equally. This instinct leads to paralysis
because protecting everything equally means protecting nothing effectively. Resources
are finite. Attention is finite. During an active incident, both are severely constrained.
The organization must make explicit decisions about what to protect, what to degrade,

and what to sacrifice.

These decisions cannot be made during the crisis. They must be made before the crisis
through a service classification process that assigns every service to a criticality tier with

predefined treatment during Bunker Mode.

4.2 The Service Tier Model

Bunker Protocols uses a three-tier service classification model.

Tier Classification Bunker Mode Examples
Treatment

Tier o Mission-Critical Remains operational = Authentication
at all costs. Protected  systems, core
by dedicated business platforms,
containment payment processing,
boundaries. patient monitoring

Tier 1 High-Value May degrade but Email, collaboration

Operational must recover rapidly. tools, internal

Reduced functionality databases, reporting
is acceptable. systems

Tier 2 Non-Critical May shut down Development
entirely if required to  environments,
protect Tier 0 and marketing platforms,
Tier 1 services. non-essential

analytics

The classification must be explicit, documented, and pre-approved by business

leadership. Security teams do not have the authority to decide unilaterally which



business services are critical. Business leadership must participate in the classification
because they understand the revenue, safety, and regulatory implications of service

disruption.

Once classified, each tier receives specific protections. Tier o services are placed within
hardened network segments with dedicated monitoring, independent authentication
paths, and pre-configured failover. Tier 1 services have defined degraded-mode
procedures that specify how they continue operating with reduced capability. Tier 2
services have pre-authorized shutdown procedures that can be executed without

additional approval during Bunker Mode.

4.3 Tier o Protection Architecture

Tier o0 services receive the highest level of protection because their failure represents
existential risk to the organization. Hospitals cannot lose patient monitoring. Banks

cannot lose transaction processing. Airlines cannot lose flight operations.

Tier o protection includes network isolation that separates Tier 0 services from general
infrastructure even during normal operations. It includes dedicated identity paths that
authenticate Tier 0 access through mechanisms independent of the general identity
infrastructure. It includes pre-staged failover to geographically separated instances that
can assume operations if the primary is compromised. It includes hardened monitoring

that detects threats to Tier 0 services with the highest sensitivity and fastest response.

Tier o services must be able to operate independently of the rest of the environment. If
every other system in the organization is shut down for containment, Tier 0 services

continue operating. This independence is expensive to engineer and maintain. It is also
non-negotiable for services whose failure threatens human safety, financial integrity, or

organizational survival.

4.4 Degraded Mode Operations

Tier 1 services must have documented degraded-mode procedures that specify how they

continue operating with reduced functionality during Bunker Mode.



A degraded-mode procedure defines which features of the service are maintained and
which are suspended. It defines what alternative processes humans follow when

automated features are unavailable. It defines the criteria for transitioning back to full
operation. It defines the maximum duration for degraded operation before alternative

arrangements must be made.

For example, an email system in degraded mode might maintain internal email delivery
but suspend external delivery. A reporting system in degraded mode might serve cached
reports but suspend real-time queries. A database in degraded mode might serve read

operations but suspend write operations until integrity is confirmed.

Degraded-mode procedures must be documented, distributed to the teams that operate
the services, and practiced during Bunker Mode exercises. A degraded-mode procedure

that exists only as a document has never been tested and will likely fail when needed.

4.5 Controlled Shutdown Procedures

Tier 2 services have pre-authorized shutdown procedures that the Incident Commander
can invoke without additional business approval. This pre-authorization is essential
because obtaining approval during a crisis introduces delays that the organization

cannot afford.

Controlled shutdown is not the same as pulling the plug. It means gracefully terminating
the service in a way that preserves data integrity, saves state where possible, logs the
shutdown with timestamp and authorization, and enables clean restart when Bunker
Mode is lifted.

The shutdown sequence is documented, including the specific commands or actions
required, the verification steps to confirm complete shutdown, and the restart
procedure. Each shutdown procedure has a named owner who is responsible for

execution and for restart.



Chapter 5: Pillar 3 — Automated Containment
Playbooks

5.1 From PDF to Executable Workflow

Most organizations have incident response playbooks stored as PDF documents, Word
files, or wiki pages. These documents describe what should happen during an incident.
They are read by humans, interpreted by humans, and executed by humans. The

document provides guidance. The human provides action.

This model fails at scale and under pressure. During an active incident, analysts are
processing multiple streams of information simultaneously, making decisions under
time pressure, and executing actions across multiple systems. Asking them to also
reference a PDF document for procedural guidance adds cognitive load at exactly the

moment when cognitive capacity is most constrained.

Bunker Protocols requires that incident response playbooks are converted from
documents to executable workflows. The playbook is not a reference. It is a program that

runs automatically when triggering conditions are met.

5.2 Playbook Architecture

An automated containment playbook has four components: a trigger that defines the
conditions that activate the playbook, conditions that evaluate context to determine the
appropriate response, actions that execute containment steps through integration with
enforcement systems, and verification that confirms the actions achieved the intended

result.

The trigger is the detection signal that initiates the playbook. Triggers must be specific
and high-confidence. A trigger that fires on ambiguous signals will cause false-positive
containment actions that disrupt operations. A trigger that requires excessive
confidence will miss real threats. Calibrating triggers requires testing against realistic

adversary simulations and historical incident data.



Conditions evaluate the context surrounding the trigger to determine the appropriate
response. The same trigger in different contexts may require different actions. A lateral
movement detection from an endpoint in the general network may trigger standard
containment. The same detection from an endpoint in the Tier 0 zone may trigger

escalated containment with additional protective actions for critical services.

Actions are the containment steps themselves: isolating endpoints, revoking sessions,
tightening segmentation, escalating alerts, preserving evidence. Each action must
integrate with the enforcement system that can actually execute it. An action that
generates a ticket for a human to execute later is not an automated action. It is an

automated request.

Verification confirms that the actions achieved their intended effect. Did the endpoint
actually isolate? Was the session actually terminated? Did the segmentation rule

actually take effect? Verification must check the result, not assume it.

5.3 Lateral Movement Containment Playbook

The lateral movement containment playbook activates when the detection system
identifies an attacker attempting to move between systems. This is one of the most
critical playbooks because lateral movement is the mechanism by which a single-point

compromise becomes an environment-wide breach.

When lateral movement is detected, the playbook executes the following sequence. First,
it revokes all elevated tokens associated with the account performing the lateral
movement. This prevents the adversary from using stolen credentials to access
additional systems. Second, it restricts east-west traffic from the source endpoint,
limiting the endpoint’s ability to communicate with other systems in the environment.
Third, it increases logging verbosity on all systems in the affected network zone,
capturing detailed telemetry for investigation. Fourth, it alerts the Incident Commander
with a summary of the detection, the actions taken, and the current scope assessment.
Fifth, it verifies that the lateral movement has stopped by monitoring for continued

cross-system activity from the affected account or endpoint.



5.4 Ransomware Containment Playbook

The ransomware containment playbook activates when the detection system identifies
ransomware behavior such as rapid file encryption, mass file modification, or known
ransomware indicators. Speed is paramount because ransomware can encrypt an entire

system in minutes.

When ransomware behavior is detected, the playbook executes immediately. First, it
snapshots the affected systems before encryption can complete, preserving the most
recent recoverable state. Second, it isolates the network segment containing the affected
systems to prevent the ransomware from spreading to other segments. Third, it blocks
outbound communication to known command-and-control domains, preventing the
ransomware from receiving encryption keys or exfiltrating data. Fourth, it freezes all
privileged access to prevent the adversary from deploying ransomware to additional
systems through compromised administrative accounts. Fifth, it activates the Tier o
protection protocols to ensure that critical services are protected even if the

containment perimeter is breached.

5.5 Playbook Testing Requirements

Automated playbooks that are not tested are automated liabilities. A playbook that fires
incorrectly during a real incident can cause more damage than the threat it was

designed to contain.

Testing must cover multiple scenarios. Playbooks must be tested against realistic
adversary simulations that replicate the conditions the playbook is designed to address.
They must be tested against edge cases where the trigger conditions are ambiguous.
They must be tested against false-positive scenarios to verify that the confidence
thresholds prevent unnecessary activation. They must be tested for cascading effects to

ensure that one playbook’s actions do not trigger another playbook inappropriately.

Playbook testing must be documented with results, findings, and modifications. Each
test cycle should produce measurable improvements in playbook accuracy, speed, and
scope. RCCE engineers validate playbook effectiveness as a core component of Tier 3

maturity assessment.



Chapter 6: Pillar 4 — Evidence Under Fire

6.1 Why Crisis Evidence Is Different

Crisis conditions are when evidence is most needed and most likely to be lost. Systems
are stressed. Networks are congested. Storage may be filling. Administrators are focused
on containment, not documentation. And the adversary may be actively working to

destroy evidence of their activities.

Evidence generated during a crisis serves multiple purposes. It supports the technical
investigation that identifies what happened and how. It supports legal proceedings if the
incident involves criminal activity or litigation. It supports regulatory reporting that
may be required within hours of discovery. It supports insurance claims that may
depend on demonstrated due diligence. And it supports post-incident improvement by

documenting what worked and what failed.

Each of these purposes has different evidence requirements, but all of them require the

same foundation: evidence that is complete, timely, authentic, and immutable.

6.2 Immediate Log Preservation

The first evidence action in Bunker Mode is immediate log preservation. All logs from
affected systems, network devices, identity systems, and security platforms must be

preserved in a form that prevents modification or deletion.

Immediate preservation means that logs are forwarded to immutable storage as they are
generated. This forwarding must be configured before the incident occurs. During an
incident, there is no time to set up new log forwarding pipelines. The pipeline must
already exist, must already be functioning, and must already be writing to storage that

the adversary cannot reach.

Immutable storage means that logs, once written, cannot be modified, overwritten, or
deleted, even by administrators. This protects against both adversary evidence

destruction and inadvertent modification by defenders. Write-once storage, append-



only databases, and blockchain-anchored evidence systems all provide forms of

immutability appropriate for different evidence requirements.

6.3 Timestamp Anchoring

Timestamps are the backbone of incident timeline reconstruction. Without accurate
timestamps, investigators cannot determine the sequence of events, cannot correlate
activities across systems, and cannot establish whether containment actions preceded or

followed adversary movements.

Timestamp anchoring means that all timestamps in the evidence chain are synchronized
to an authoritative time source and verified for consistency. NTP synchronization must
be validated for all logging systems. Log entries must include timestamps with sufficient
precision to establish event ordering. Timestamp anomalies must be flagged for

investigation because they may indicate adversary manipulation of system clocks.

Cryptographic timestamp anchoring through services that provide mathematically
verifiable proof of when a log entry existed provides the strongest form of timestamp
evidence. This is particularly important for evidence that may be presented in legal

proceedings where the opposing party may challenge the timing of events.

6.4 Chain of Custody

Evidence that changes hands without documentation loses its forensic value. Chain-of-
custody discipline requires that every transfer, copy, and access of evidence is
documented with the identity of the person or system performing the action, the
timestamp of the action, the reason for the action, and the integrity hash of the evidence

before and after the action.

During a crisis, chain of custody is enforced through the evidence management system
rather than through manual documentation. Automated evidence handling systems log
every access, every copy, and every transfer without requiring human action. This
automation is essential because humans under crisis pressure will forget to document

evidence handling even with the best intentions.



6.5 Defender Action Logging

Every action taken by incident responders must be logged with the same rigor as
adversary activity. This includes every containment decision with its rationale, every
isolation action with its scope and timing, every credential revocation, every service
shutdown, every communication with internal and external parties, and every recovery

action.

Defender action logging serves two purposes. First, it enables post-incident review to
evaluate whether the response was effective and appropriate. Second, it demonstrates to
regulators, insurers, and legal authorities that the organization responded with due

diligence and in accordance with its documented procedures.

The standard for defender action logging is: you must be able to answer, for every
minute of the incident, what happened, when it happened, who acted, what was
changed, and why. Without this level of documentation, the organization cannot prove

its response was adequate, and recovery becomes argument rather than fact.



Part I11

Command and Communication

Chapter 7: Incident Command Architecture

7.1 Hierarchy Must Become Clarity

Normal organizational hierarchy, with its layers of management, approval chains, and
consensus-driven decision-making, is catastrophically slow during a security incident.
Decisions that normally take days of discussion must be made in minutes. Approvals
that normally require multiple signatures must be granted by a single authority. Actions

that normally require change management must execute immediately.

The Incident Command Architecture replaces normal hierarchy with a crisis-specific
command structure that provides clarity of authority, speed of decision-making, and
coordination across response teams. This structure activates when Bunker Mode is

declared and remains in effect until Bunker Mode is formally lifted.

7.2 The Command Roles

The Incident Commander is the single authority responsible for all decisions during the
incident. The Incident Commander has the authority to trigger Bunker Mode escalation
levels, to approve containment actions including service shutdowns, to allocate

resources across response teams, to authorize communications to internal and external

parties, and to determine when Bunker Mode is lifted and normal operations resume.



The Incident Commander is not necessarily the most senior person in the organization.
The Incident Commander is the person best qualified to coordinate a technical crisis
response. This role must be assigned in advance, with designated alternates for each
shift and time zone. The person in this role must have practiced it through exercises and

must have the trust of both technical teams and executive leadership.

The Technical Lead directs the technical investigation and containment operations. The
Technical Lead makes recommendations to the Incident Commander about
containment actions, manages the technical response team, directs forensic

investigation, and ensures that technical actions are coordinated and documented.

The Communications Lead manages all internal and external communications during
the incident. This includes employee notifications, executive briefings, customer
communications, regulatory notifications, media inquiries, and law enforcement
coordination. The Communications Lead ensures that all communications are factual,

authorized, and consistent.

The Legal Liaison provides real-time legal guidance on evidence preservation
requirements, regulatory notification obligations, liability considerations, and law
enforcement interaction. The Legal Liaison does not slow down technical response. The

Legal Liaison ensures that the technical response does not create legal complications.

The Business Impact Lead assesses and communicates the business impact of both the
incident and the response actions. This role ensures that containment decisions are
informed by business context and that business leadership understands the operational

status of affected services.

7.3 Authority and Pre-Authorization

The Incident Commander’s authority must be pre-defined and pre-approved by
executive leadership. This pre-authorization is documented in the Bunker Mode
authorization charter, which specifies exactly what actions the Incident Commander can

take without seeking additional approval.

Pre-authorization typically includes the authority to isolate any endpoint or network

segment, to revoke any credential or session, to shut down Tier 2 services, to engage



external incident response resources, to invoke pre-negotiated legal retainer
arrangements, and to authorize expenditure up to a defined threshold for emergency

response resources.

Pre-authorization for Tier o and Tier 1 service disruption typically requires a higher
authority level, often the CEO or a designated executive deputy, because the business
impact of disrupting these services is severe. The Incident Commander must have a

direct, tested communication channel to this authority for rapid escalation.

7.4 Shift and Continuity

Incidents do not respect business hours. Bunker Mode may persist for days or weeks.
The Incident Command structure must include shift rotations and handoff procedures

that maintain continuity across shifts.

Handoff procedures must include a structured briefing that covers current incident
state, active containment actions, pending decisions, open investigation threads,
communication status, and any changes in scope or severity since the last handoff.

Handoff documentation must be preserved as part of the incident evidence record.

No individual should serve as Incident Commander for more than twelve hours
continuously. Decision quality degrades with fatigue, and fatigued decision-makers are

more likely to make errors that expand the incident rather than contain it.



Chapter 8: Communication Discipline During
Crisis

8.1 Panic Spreads Faster Than Malware

Uncontrolled communication during a security incident causes secondary damage that
can exceed the damage from the incident itself. Premature disclosure to the media can
destroy customer confidence. Inaccurate internal communications can cause employees
to take unauthorized actions. Speculative statements can create legal liability. Silence

can fuel rumors that are worse than reality.

Bunker Mode requires structured communication that provides accurate information to
the right audiences at the right time through the right channels. This is not information
suppression. It is information management that ensures accuracy and prevents the

amplification of harm.

8.2 Internal Communication Protocol

Internal updates must be issued at defined intervals regardless of whether there is new
information to share. The worst communication failure during an incident is silence.
When people have no information, they fill the void with speculation, and speculation

during a crisis is always worse than reality.

Internal updates should follow a standard format: current known scope, actions being
taken, impact to specific teams or services, what employees should and should not do,
next update time. This format is predictable, which reduces anxiety, and comprehensive,

which reduces speculation.

Internal communication channels must be pre-established and tested. If the primary
email system is compromised, what is the backup? If the internal messaging platform is
unavailable, what is the alternative? Bunker Mode communication plans must include at
least two independent channels for internal communication, neither of which depends

on systems that are likely to be affected by a typical incident.



8.3 Executive Briefings

Executive briefings during an incident must be factual, structured, and free of
speculation. Executives need to understand what is known, what is not known, what
actions are being taken, what the business impact is, and what decisions are needed

from them.

Executive briefings should be scheduled at regular intervals and should follow a
consistent format. The Incident Commander or Communications Lead delivers the
briefing. The briefing distinguishes between confirmed facts and preliminary
assessments. Questions are answered with facts where available and with honest

uncertainty acknowledgment where facts are not yet available.

The worst executive briefing is one that provides false reassurance. Telling executives
that the situation is under control when it is not under control delays the decisions and
resource allocations that the organization needs. The best executive briefing is one that

says honestly what is known and what is needed.

8.4 External Communication

External communication, including customer notifications, regulatory disclosures,
media statements, and law enforcement contact, must be coordinated through the
Communications Lead with Legal Liaison review. No individual responder should

communicate externally about the incident without authorization.

Regulatory notification timelines are not optional. Many regulations require notification
within specific timeframes, often 72 hours from discovery. The Communications Lead
must know which notifications are required, to whom, and by when, and must ensure
these deadlines are met regardless of the investigation status. Notification that the
organization is aware of an incident and is investigating is sufficient for initial regulatory

contact.

Media communication should be minimal, factual, and coordinated. The standard
approach is a prepared statement that acknowledges the incident without providing

details that could assist the adversary or create legal liability. No speculation about the



adversary, the scope, or the cause should be included in external communications until

the investigation is complete.



Part IV

Automated Response Engineering

Chapter 9: Self-Healing Mechanisms

9.1 Beyond Containment

Containment stops the adversary from expanding. Self-healing restores the environment
to a known-good state without waiting for manual remediation. In Bunker Mode, self-
healing mechanisms operate alongside containment to reduce the time between incident

and recovery.

9.2 Automated Rollback

Automated rollback restores systems to their last known-good configuration when
compromise is detected. This requires that known-good configurations are continuously
captured and stored in protected repositories. When a system is identified as
compromised, the rollback mechanism replaces the current configuration with the last

validated configuration.

Rollback must be granular. Rolling back an entire server because a single configuration
was modified is disproportionate. Rolling back only the modified configuration is
surgical and maintains service availability. The rollback system must understand which

configurations have changed and apply the minimum correction needed.



Rollback targets include system configurations, application settings, firewall rules,
access control lists, DNS records, and any other infrastructure state that the adversary
may have modified. Each rollback action must be logged as part of the incident evidence

record.

9.3 Infrastructure Redeployment

For systems that are severely compromised, rollback may be insufficient. Self-healing
through infrastructure redeployment means rebuilding the system from clean images

rather than attempting to clean the compromised system.

Infrastructure-as-code makes this possible at scale. Systems deployed through
automated pipelines can be destroyed and redeployed from the same templates that
created them originally. The redeployed system is guaranteed to match the intended
configuration because it is built from the same code, not cleaned from a compromised

state.

Redeployment is the most reliable remediation for systems where the full extent of
compromise is uncertain. Cleaning a compromised system requires confidence that
every adversary artifact has been identified and removed. Redeploying from clean
images eliminates the question entirely. The adversary’s modifications are not cleaned.

They are discarded.

9.4 Credential Rotation at Scale

When identity compromise is confirmed or suspected, all credentials associated with the
affected scope must be rotated. This includes user passwords, service account
credentials, API keys, certificates, encryption keys, and any other authentication

material that may have been exposed.

Credential rotation at scale requires automation. An organization with thousands of
service accounts cannot rotate each credential manually during a crisis. The credential
rotation system must identify all credentials within the affected scope, generate new
credentials, update all systems that depend on each credential, verify that the rotation

was successful, and revoke the old credentials.



The rotation must be coordinated to prevent service disruption. If a service account
credential is rotated without updating the systems that use it, those systems lose
authentication and stop functioning. The rotation system must handle these

dependencies automatically or flag them for manual coordination.

9.5 Quarantine Workflows for Compromised Identities

A compromised identity cannot simply have its password reset and be returned to
service. The identity must go through a quarantine workflow that includes session
termination across all systems, credential rotation including all associated secrets,
review of all actions taken by the identity during the compromised period, verification
that no persistent access mechanisms were established, gradual restoration of access
starting with minimum required privileges, and monitoring of the identity for

anomalous behavior after restoration.

This quarantine workflow must be documented and partially automated. The steps that
can be automated, such as session termination and credential rotation, should be. The
steps that require human judgment, such as reviewing actions and verifying persistent
access, should have automated data preparation so the human reviewer has all

necessary information immediately available.



Chapter 10: Automation Guardrails and Safety

10.1 Automation Without Guardrails Is a Weapon

Automated incident response is powerful and dangerous. An automation system that
can isolate endpoints, revoke credentials, shut down services, and tighten network
segmentation can also cause massive operational disruption if it fires incorrectly,

overreacts to false positives, or cascades through the environment unchecked.

Every automated response capability must be bounded by guardrails that prevent it
from causing more damage than the threat it addresses. Guardrails are not optional
safety features. They are core components of the automation architecture without which

the automation should not be deployed.

10.2 The Five Guardrail Categories

Scope limiters prevent automation from affecting more systems than intended. A
containment action that targets a single compromised endpoint must not cascade to
isolate an entire network segment. The automation must know its boundary and stop at
it.

Confidence thresholds prevent automation from acting on ambiguous signals. Every
automated action requires a minimum confidence score from the detection system.
Below the threshold, the system generates an alert for human review. Above the
threshold, automation executes. The threshold is calibrated through testing to balance

containment speed against false-positive risk.

Rate limiters prevent automation from executing too many actions in too short a period.
If an automation system isolates fifty endpoints in sixty seconds, either the organization
is experiencing a massive attack or the automation is misfiring. Rate limiters pause

automation and alert operators when action velocity exceeds expected parameters.

Rollback mechanisms enable reversal of automated actions that prove incorrect. Every
automated containment action must be reversible. The rollback must be executable by

authorized operators and must restore the affected systems to their pre-action state. An



automated action that cannot be undone is an irreversible action, and irreversible

actions should never be fully automated.

Logging requirements ensure that every automated decision and action is documented
with full provenance. The log must capture what triggered the automation, what
conditions were evaluated, what confidence score was calculated, what action was taken,

what scope was affected, and what verification confirmed the result.

10.3 The Human Override

Despite automation, there must always be a human override capability. The Incident
Commander must be able to pause all automation, to override a specific automated
action, to modify automation parameters in real time, and to disable automation

entirely if it is causing harm.

The human override must be accessible through an independent management interface
that does not depend on the same systems the automation is managing. If the
automation platform is the only way to control the automation, and the automation
platform is misbehaving, the operators are locked out of their own controls. Out-of-band

management access for automation override is a mandatory safety requirement.



PartV

Recovery and Improvement

Chapter 11: Disaster Recovery as Survival

11.1 Backups That Are Not Tested Are Fantasy

Every organization has backups. Very few organizations have tested recovery. The
difference between the two is the difference between having a parachute and knowing

the parachute works.

Bunker Mode disaster recovery is not about having backups. It is about having proven,
validated, exercised recovery capability that can restore critical services within defined

time objectives under crisis conditions.

11.2 Recovery Objectives

Recovery capability is measured through two objectives that must be defined for every

critical service.

Recovery Time Objective is the maximum acceptable duration from service disruption to
service restoration. If the RTO for a payment processing system is four hours, the

organization commits to restoring that system within four hours of disruption.

Recovery Point Objective is the maximum acceptable data loss measured in time. If the

RPO for a database is one hour, the organization commits to recovering all data up to at



most one hour before the disruption. Any data created during that one-hour window

may be lost.

RTO and RPO must be defined based on business impact analysis, not technical
convenience. The RTO for a system is not determined by how long recovery takes. It is
determined by how long the business can survive without the system. If the business
analysis says four hours but recovery testing demonstrates twelve hours, the
organization has an RTO gap that must be closed through engineering, not by changing

the objective.

11.3 Recovery Infrastructure Requirements

Verified offline backups are the foundation of recovery capability. Offline means that the
backup is not accessible through the same network paths that the adversary might
compromise. Verified means that the backup has been tested through actual restoration
and confirmed to produce a functional system. A backup that has never been restored is

an assumption, not a capability.

Cross-region replication provides geographic redundancy that protects against site-level
failures. If the primary data center is compromised, disabled, or physically destroyed,
cross-region replicas enable recovery from a separate location. The replication must be
configured to prevent the adversary from corrupting both the primary and the replica

simultaneously.

Recovery sequencing documentation defines the order in which systems are restored. In
a complex environment, systems have dependencies. A web application cannot function

without its database. The database cannot function without its storage layer. The storage
layer cannot function without its network connectivity. Recovery sequencing documents
these dependencies and defines the order that brings the complete service chain back

online.

11.4 Recovery Testing Discipline

Recovery testing must be conducted regularly with scenarios that test the full recovery

chain from backup to operational service. Testing must include scenarios where the



primary recovery mechanism is unavailable, forcing the use of secondary or tertiary

recovery paths.

Recovery testing must measure actual RTO and RPO against declared objectives. If the
declared RTO is four hours but recovery testing consistently takes eight hours, the
declared RTO is a lie and must either be achieved through engineering improvement or
revised to reflect reality. Marketing an RTO that has never been achieved is not

governance. It is fiction.

Recovery testing results must be documented, including the scenario, the timeline, any
failures encountered, the corrective actions taken, and the final measured RTO and
RPO. These results are evidence that supports both Green Seal maturity claims and

insurance coverage validation.



Chapter 12: The Recovery Transition

12.1 Bunker Mode Is Not Permanent

Bunker Mode is an emergency operating state. It introduces restrictions, reduces
functionality, and increases operational friction. These costs are acceptable during a
crisis. They are not sustainable indefinitely. The organization must transition out of
Bunker Mode in a controlled manner that does not reintroduce the threats that

triggered it.

12.2 The Transition Sequence

The recovery transition follows a defined sequence that ensures the environment is safe

before restrictions are relaxed.

First, containment must be verified. All known adversary access must be confirmed as
severed. All compromised credentials must be confirmed as rotated. All compromised
systems must be confirmed as isolated or redeployed. The Technical Lead certifies

containment verification to the Incident Commander.

Second, integrity validation must be performed on all systems that will be returned to
service. Systems that were within the blast radius must be validated before they rejoin
the production environment. This validation includes configuration verification,

malware scanning, log review, and behavioral monitoring during a probationary period.

Third, suspended services are reactivated deliberately, starting with Tier 1 services and
proceeding to Tier 2 services. Each service is monitored during reactivation for
anomalous behavior that might indicate undetected compromise. Reactivation is not

simultaneous. It is sequential and controlled.

Fourth, post-incident review is conducted before normal mode is formally declared. The
Incident Commander does not lift Bunker Mode until the post-incident review confirms
that the threat is neutralized, the environment is verified, and any immediate
improvements are implemented. Normal mode resumes only when risk has been

reassessed and accepted by the appropriate authority.



Chapter 13: Post-Crisis Improvement

13.1 Every Crisis Produces Intelligence

An incident that does not produce organizational improvement is a wasted crisis. The

adversary learned something from the attack. The organization must learn more.

Post-crisis improvement is not a blame exercise. It is an engineering exercise that
examines what happened, identifies what worked and what failed, and produces specific

changes that make the organization more resilient against similar and related threats.

13.2 The After-Action Review

The after-action review is a structured analysis that answers five questions. What
happened, in chronological detail from initial compromise through containment
through recovery? What failed, meaning which controls, processes, or capabilities did
not perform as expected? What succeeded, meaning which controls, processes, or
capabilities performed well under pressure? What was slower than expected, meaning
where did the response timeline exceed the target? What evidence was missing,

meaning what information would have helped the response but was not available?

The after-action review must be conducted within two weeks of Bunker Mode
termination. Delays beyond two weeks allow memories to fade and details to become
unreliable. The review must include representatives from every team that participated in

the response.

13.3 Feeding Improvements Back into the Framework

After-action findings must translate into specific improvements within the Rocheston
Cybersecurity Framework domains. Detection failures feed into RCF Domain 10
improvements for continuous monitoring. Vulnerability findings feed into RCF Domain
12 improvements for vulnerability management. Response failures feed into RCF
Domain 13 improvements for incident response. Recovery gaps feed into RCF Domain

14 improvements for resilience and business continuity.



Each improvement must be tracked as a remediation item with an owner, a deadline,
and a verification criterion. The improvement is not complete when the change is
implemented. It is complete when the change is validated through testing, which often

means the improvement is validated during the next Bunker Mode exercise.

If no measurable improvement follows a crisis, the crisis was wasted. The adversary will

return with the same techniques or better. The organization must be prepared for both.



Chapter 14: Designing for Survivability from Day
One

14.1 Survivability as Architecture

The most resilient organizations do not bolt Bunker Mode onto existing architecture.
They design Bunker Mode into the architecture from the beginning. Survivability is not

a feature that can be added. It is a property that must be engineered.

Designing for survivability means making five architectural commitments from day one.

14.2 Segment Aggressively

Network segmentation is the most effective structural defense against lateral movement.
Every network zone should require explicit authorization to traverse. Flat networks that
allow any-to-any communication provide no structural resistance to an adversary who

gains initial access.

Aggressive segmentation means that even during normal operations, communication
between zones is controlled, logged, and monitored. When Bunker Mode activates, these
controls tighten further, but the infrastructure for tightening already exists because

segmentation was designed in from the beginning.

14.3 Automate Containment Early

Automated containment should not be the last capability deployed. It should be among
the first. The sooner an organization has automated containment capability, the sooner

it can respond at machine speed to machine-speed threats.

Early automation does not mean uncontrolled automation. Even initial automation
deployments should include guardrails, logging, and human override. But the
automation infrastructure should be in place and operational long before the first major

incident, not deployed as an emergency response to the first incident.

14.4 Reduce Implicit Trust



Every implicit trust relationship in the architecture is a potential adversary movement
path. Systems that trust each other based on network location, shared credentials, or
historical convention rather than verified identity and posture create the pathways that

adversaries traverse during lateral movement.

Reducing implicit trust means moving toward explicit verification for every access
decision: verified identity, verified device posture, verified authorization, verified
context. This is the architectural foundation that makes surgical containment possible,

because the trust can be revoked granularly without severing entire network segments.

14.5 Test Backups Frequently

Backup testing is not an annual exercise. It is a continuous validation that recovery
capability exists and meets declared objectives. Monthly recovery tests for Tier o
services, quarterly tests for Tier 1 services, and semi-annual tests for Tier 2 services

provide the frequency needed to catch recovery degradation before it becomes a crisis.

14.6 Anchor Evidence Continuously

Evidence generation should not activate during a crisis. It should be running
continuously so that when a crisis occurs, the evidence infrastructure is already
functioning, already tested, and already producing the evidence chain that investigation

and legal defense will require.

Continuous evidence anchoring means that log forwarding is active, immutable storage
is receiving, timestamps are synchronized, and integrity hashing is operating. When
Bunker Mode activates, the evidence infrastructure does not need to start. It needs to

continue.



Appendices
Operational References

Appendix A: Bunker Mode Workflow Sequences

The following workflow sequences define the operational flow for Bunker Mode
activation, containment, and recovery. Each sequence shows the steps in execution

order.

A.1 Bunker Mode Activation Sequence

WORKFLOW: Bunker Mode Activation
[1] HIGH-CONFIDENCE DETECTION SIGNAL RECEIVED

AUTOMATED TRIAGE: Evaluate signal against playbook triggers

THRESHOLD MET —» Alert Incident Commander + Technical Lead

INCIDENT COMMANDER: Declare Bunker Mode level (1/2/3)

«— 2= 4«— Y «— 8 «—

[5] ACTIVATE: Endpoint auto-isolation for affected scope

[6] ACTIVATE: Session revocation for compromised identities




v
[7] ACTIVATE: Dynamic segmentation tightening per escalation level

v
[8] ACTIVATE: Privilege freezing across PAM systems
v
[9] ACTIVATE: Tier 0 protection protocols
v
[10] NOTIFY: Command team, Communications Lead, Legal Liaison

[11] BEGIN: Evidence preservation and defender action logging

v
[12] CONFIRM: All containment actions verified effective

A.2 Lateral Movement Containment Sequence

WORKFLOW: Lateral Movement Detected
[1] DETECTION: Cross-system authentication anomaly identified

REVOKE: All elevated tokens for affected account

v
[2]
v
[3] RESTRICT: East-west traffic from source endpoint
v
[4] INCREASE: Logging verbosity on affected zone systems
v

[5] ALERT: Incident Commander with scope assessment

VERIFY: Lateral movement stopped (monitor 5 min)

«— 2 «—




(7]

v
(8]

IF CONTINUED — ESCALATE: Isolate entire network zone

DOCUMENT: All actions with timestamps in evidence log

A.3 Ransomware Containment Sequence

WORKFLOW: Ransomware Behavior Detected

DETECTION: Rapid file encryption / mass modification

SNAPSHOT: Affected systems immediately

ISOLATE: Network segment containing affected systems

BLOCK: Outbound C2 domains and suspicious egress

FREEZE: All privileged access organization-wide

PROTECT: Activate Tier 0 protection protocols

ASSESS: Determine encryption scope and variant

VERIFY: Spread contained (no new encryption events)

NOTIFY: Incident Commander, Legal, Insurance carrier

A.4 Recovery Transition Sequence




WORKFLOW: Bunker Mode - Recovery Transition

[1] VERIFY: All known adversary access severed
v
[2] VERIFY: All compromised credentials rotated
v
[3] VERIFY: All compromised systems isolated or redeployed
v
[4] TECHNICAL LEAD: Certify containment to Incident Commander
v
[5] VALIDATE: Integrity of systems returning to production
REACTIVATE: Tier 1 services sequentially with monitoring
REACTIVATE: Tier 2 services sequentially with monitoring
[8] CONDUCT: Post-incident review
[9] INCIDENT COMMANDER: Formally 1lift Bunker Mode

[10] RESUME: Normal operations with enhanced monitoring period

A.5 Identity Compromise Quarantine Sequence

WORKFLOW: Identity Compromise Response

[1] DETECT: Identity compromise confirmed or high-confidence

v
[2] TERMINATE: All active sessions across all systems

[3] ROTATE: All credentials (password, tokens, API keys, certs)
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REVIEW: All actions by identity during compromised window

CHECK: Persistent access mechanisms (backdoors, new accounts)

RESTORE: Minimum required privileges only

MONITOR: Enhanced behavioral monitoring for 30 days

CLOSE: Quarantine when monitoring period passes clean




Appendix B: 10-Step Bunker Activation Checklist

This checklist is executed by the Incident Commander when declaring Bunker Mode.
Each step must be confirmed before proceeding to the next. Completion time target:

under 15 minutes for Steps 1 through 7, under 30 minutes for all 10 steps.

Step Action Owner Confirmed

1 Declare Bunker Mode Incident Commander o
and escalation level
(1,2, 0r3)

2 Activate automated Technical Lead o
containment
playbooks for
detected threat type

3 Confirm endpoint Technical Lead O
auto-isolation is
executing for affected
scope

4 Confirm session Technical Lead o
revocation is
complete for
compromised
identities

5 Activate dynamic Technical Lead o
network
segmentation
tightening

6 Activate privilege Technical Lead O
freezing across PAM
systems

7 Confirm Tier o Technical Lead o
protection protocols
are active

8 Activate crisis Communications ]
communication Lead
protocol (internal
first notice)

9 Confirm evidence Technical Lead o
preservation pipeline
is active and logging

10 Confirm all command Incident Commander o
roles are staffed and



communication
channels operational

Escalation Levels

Level

Level 1

Level 2

Level 3

Condition

Single system or
account compromise
confirmed

Multiple systems
compromised or
lateral movement
confirmed

Environment-wide
compromise or
critical service threat

Post-Activation Verification

Scope

Affected
endpoint/identity
only

Affected network
zone(s)

Full environment
lockdown

Authority
Required

Incident Commander

Incident Commander

Incident Commander
+ Executive Deputy

Within 30 minutes of Bunker Mode activation, the Technical Lead must confirm to the

Incident Commander that all containment actions are verified effective through system

checks, not through assumption. That adversary activity has stopped or is contained

within the isolation boundary. That evidence collection is functioning and producing

timestamped, integrity-verified records. That all command roles are staffed and

operating on confirmed communication channels.

If any verification fails, the Incident Commander escalates to the next Bunker Mode

level.



Appendix C: RTO/RPO Scoring and Readiness
Matrices

C.1 RTO/RPO Classification Matrix

The following matrix defines the standard RTO and RPO classifications for service tiers.

Service Tier RTO Target RPO Target Testing Recovery Path
Frequency

Tier o (Mission- < 1 hour < 15 minutes Monthly Hot standby

Critical) with automatic
failover

Tier 1 (High- < 4 hours < 1hour Quarterly Warm standby

Value) with manual
activation

Tier 2 (Non- < 24 hours < 4 hours Semi-annually Cold backup

Critical) with rebuild
from templates

C.2 Recovery Readiness Scoring

Each service is scored on a 0-to-4 scale for recovery readiness across five categories.

Score Meaning

0 No backup exists or backup has never been
tested

1 Backup exists but has not been tested in the

past 12 months

2 Backup exists and has been tested, but
RTO/RPO targets were not met

3 Backup exists, tested within schedule,
RTO/RPO targets met in last test

4 Automated recovery validated continuously,
RTO/RPO met consistently, failover tested



C.3 Recovery Readiness Assessment Template

For each critical service, complete the following assessment.

Category Assessment Question Score (0-4)

Backup Existence Does a verified backup exist
that is isolated from
production?

Backup Currency Is the backup current within
the declared RPO?

Recovery Testing Has recovery been tested
within the required schedule?

RTO Achievement Did the last recovery test
meet the declared RTO?

RPO Achievement Did the last recovery test
confirm data integrity within
RPO?

Alternative Path Is a secondary recovery path

available if primary fails?

Sequencing Is recovery sequencing
documented and tested for
dependent services?

Cross-Region Is cross-region replication
functioning and verified?

Automation Is recovery automated or
does it require manual
execution?

Evidence Does recovery testing

produce documented
evidence with timestamps?

Total possible score: 40 points. A service scoring below 20 is not recovery-ready and

cannot support Green Seal Tier 3 maturity claims.

C.4 RTO Gap Analysis

The RTO Gap Analysis compares declared recovery time with actual tested recovery

time for each critical service.



Service Tier Declared Last Tested Gap Status
RTO RTO

[Service [0/1/2] [Target] [Actual] [Difference] [Met/ Gap /

Name] Untested]

Example: 0 1 hour 47 minutes None Met

Auth

Platform

Example: 1 4 hours 7 hours 3 hours Gap -

ERP System remediation

required
Example: Dev 2 24 hours Untested Unknown Untested -

Environment

test required

Any service showing Gap or Untested status must have a remediation plan with an
owner and deadline. Services with RTO gaps cannot be claimed as recovery-ready
during RCCE validation.



Appendix D: Crisis Simulation Exercises for RCCE

Teams

D.1 Exercise Philosophy

Bunker readiness is proven through stress, not through documentation review. RCCE

engineers validate Bunker Mode capability by subjecting the organization to realistic

crisis simulations that test every component of the response: detection, containment,

command structure, communication, evidence preservation, and recovery.

Exercises that are predictable or announced too far in advance do not test resilience.

They test preparation for a specific test. Genuine Bunker Mode exercises should include

surprise elements that force the response team to adapt to conditions they did not

specifically prepare for.

D.2 Exercise Types

Exercise Type
Tabletop

Functional

Full-Scale

Scope

Decision-makers
discuss scenario
and responses
verbally

Response teams
execute specific
technical actions
against
simulated
threats

Entire
organization
responds to
realistic multi-
stage attack
simulation

Duration

2-4 hours

4-8 hours

1-3 days

Frequency
Monthly

Quarterly

Annually

D.3 Exercise 1: Ransomware Detonation

Measures

Decision quality,
role clarity,
communication
flow

Containment
speed,
automation
effectiveness,
evidence capture

End-to-end
response,
recovery
validation,
organizational
resilience



Scenario

A ransomware payload has detonated on three endpoints in the finance department. File
encryption is spreading. The adversary gained access through a phishing email
containing a malicious macro that bypassed email filtering. The adversary has been in

the environment for approximately 48 hours before detonation.

Inject Sequence
1. Initial detection: EDR alerts on rapid file encryption on three endpoints.
2. First escalation: Monitoring detects C2 beaconing from two additional endpoints
not yet encrypting.
3. Second escalation: Investigation reveals compromised service account with
domain admin equivalent privileges.

4. Third escalation: Backup storage connectivity from one compromised system
detected. Backup integrity uncertain.

5. Fourth escalation: Adversary exfiltrated 200GB of data before encryption.

Evidence in network logs.

6. External pressure: Media inquiry received about data breach at the organization.

Measured Outcomes
« Time from first detection to Bunker Mode declaration
« Time from declaration to endpoint isolation of all affected systems
« Effectiveness of session revocation for compromised service account
« Protection of Tier 0 services during containment
« Evidence preservation quality including timestamps and chain of custody
« Communication discipline through internal and external channels
« Recovery time for encrypted systems from backup

» Post-exercise identification of improvements

D.4 Exercise 2: Identity Compromise and Lateral Movement

Scenario



A senior administrator’s credentials have been compromised through a sophisticated
social engineering attack. The adversary has used these credentials to access multiple
systems, create new accounts, and establish persistent access through scheduled tasks

and SSH keys planted on critical servers.

Inject Sequence

7. Initial detection: Anomalous login from unexpected geographic location for

administrator account.
8. First escalation: New local admin accounts discovered on three servers.
9. Second escalation: SSH keys planted on two Tier o0 infrastructure systems.

10. Third escalation: The compromised administrator is on vacation and unreachable

for four hours.

11. Fourth escalation: Adversary attempts to access backup infrastructure using
planted credentials.

Measured Outcomes
« Time from anomaly detection to identity quarantine initiation
« Completeness of session revocation across all connected systems
» Detection of persistence mechanisms (new accounts, SSH keys, scheduled tasks)
» Privilege freezing effectiveness during investigation

« Ability to conduct investigation without the compromised administrator’s

cooperation

« Cleanup completeness verification before identity restoration

D.5 Exercise 3: Cloud Misconfiguration Escalation

Scenario

A cloud infrastructure misconfiguration has exposed an S3 bucket containing customer
data. The misconfiguration was introduced by an automated deployment pipeline three
days ago. An external security researcher has notified the organization and will publicly

disclose in 48 hours if the issue is not resolved.



Inject Sequence

12,

13.

14.

15.

16.

Initial notification: External researcher contacts security team with evidence of

exposure.

First escalation: Investigation reveals the bucket contains 500,000 customer
records with PII.

Second escalation: Access logs show the bucket was accessed by three unknown
IP addresses since exposure.

Third escalation: The pipeline that caused the misconfiguration has deployed to

two additional environments with the same error.

Fourth escalation: Regulatory notification deadline triggered by PII exposure
scope.

Measured OQutcomes

Time from notification to misconfiguration remediation

Identification and remediation of the same error in other environments
Pipeline security gate effectiveness (should have prevented the deployment)
Regulatory notification execution within required timeframe

External communication handling with the security researcher

Evidence preservation for potential litigation or regulatory action

D.6 Exercise 4: Supply Chain Compromise

Scenario

A critical software dependency used across the organization has been compromised

through a supply chain attack. The compromised version was distributed through the

official package repository and has been installed in production systems through

automated updates.

Inject Sequence

17.

Initial intelligence: Threat intelligence feed reports compromise of the specific

dependency version in use.



18. First escalation: SBOM analysis confirms the compromised version is deployed in

47 production services.

19. Second escalation: Behavioral analysis detects anomalous network connections

from three services using the compromised dependency.

20.Third escalation: The dependency vendor has not yet released a clean version. No

patch available.

21. Fourth escalation: One of the affected services is a Tier 0 payment processing

component.

Measured OQutcomes

« Time from intelligence receipt to impact assessment completion

« SBOM coverage effectiveness in identifying all affected systems

« Containment strategy for affected systems, especially Tier 0 services

« Ability to operate critical services without the compromised dependency

« Communication with the dependency vendor and industry peers

« Long-term remediation plan for replacing or verifying the dependency

D.7 Exercise Scoring

Each exercise is scored across six dimensions. The combined score determines Bunker

Mode readiness.

Dimension

Detection Speed

Containment Effectiveness

Command Execution

Communication Quality

Weight
15%

25%

20%

15%

Scoring Criteria

Time from adversary action
to first detection alert

Blast radius limitation and
adversary progression
stopped

Decision speed, role clarity,
escalation discipline

Accuracy, timeliness, and
discipline of internal/external
communication



Evidence Integrity 15% Completeness, timestamps,
chain of custody,
immutability

Recovery Capability 10% RTO/RPO achievement and
service restoration quality

Each dimension is scored from 0 to 4 using the standard Green Seal scoring scale. Total
possible score: 24 points weighted to 100%. A score below 60% indicates Bunker Mode

readiness gaps that must be remediated before the next exercise cycle.

D.8 Exercise Rules of Engagement

All exercises must be conducted under a signed authorization that specifies the scope of
systems that may be affected, the techniques that may be used, the safety boundaries
that must not be crossed, the communication protocols for exercise participants, the
criteria for exercise termination if unintended impact occurs, and the post-exercise

restoration procedures.

RCCE engineers conducting exercises must distinguish clearly between exercise actions
and real adversary activity. Exercises must include a safety channel where any
participant can immediately halt the exercise if real security events are detected during

the exercise window. Exercise and real incident response must never be confused.

Exercise results are classified as confidential and shared only with authorized
stakeholders. Exercise findings are tracked through the same remediation process as

real incident findings, with owners, deadlines, and verification criteria.



Closing Doctrine

Bunker Protocols is not about avoiding crisis. It is about operating during crisis.

Organizations that rely on hope collapse under stress. They hope that prevention will
hold. They hope that the attacker will not find the gap. They hope that someone will
know what to do when the alert fires. They hope that the backups will work. They hope
that communications will be managed appropriately. Hope is not an operational

strategy. Hope is the absence of preparation.

Organizations that rely on structure survive. They have engineered containment that
executes at machine speed. They have classified services so that containment decisions
are pre-made. They have automated playbooks that respond to known threats without
human delay. They have evidence pipelines that preserve the record of everything that
happens. They have command structures that provide clarity when normal hierarchy

fails. They have recovery capability that is tested and proven.

When prevention fails, only preparation remains. The credential will be stolen. The
vulnerability will be exploited. The supply chain will be compromised. The ransomware
will detonate. The question is not whether these things will happen. The question is
whether the organization will survive them with its operations intact, its evidence

preserved, and its ability to improve demonstrated.

Bunker Mode is not fear-based design. It is reality-based engineering. It acknowledges
that adversaries are persistent, resourceful, and patient. It acknowledges that controls
fail, configurations drift, and humans make mistakes. It acknowledges that the only

honest measure of security is what the organization can survive, not what it can prevent.

Under attack, the objective is not perfection. It is continuity. Contain the threat. Protect
the critical services. Preserve the evidence. Recover the operations. Improve the

defenses.

That is the doctrine of Bunker Protocols. That is the standard for operational survival.



This is the survival doctrine for Bunker Mode operations.



