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Foreword: Beyond the Perimeter of the Known 
Every framework in cybersecurity was written for the world that existed when its 
authors sat down to write it. NIST was written for federal information systems. ISO was 
written for information security management. PCI was written for payment card 
environments. Each framework captured the threat landscape of its era with admirable 
precision. 

The problem is that the threat landscape does not wait for frameworks to catch up. 

Artificial intelligence agents are already operating autonomously in production 
environments, making decisions, executing transactions, and modifying infrastructure 
at speeds that no human governance model was designed to oversee. Quantum 
computing is advancing toward the point where the asymmetric cryptography protecting 
decades of sensitive communications, financial transactions, and government secrets 
will become mathematically breakable. Adversaries have learned that attacking human 
cognition through deepfakes, disinformation, and psychological manipulation is often 
more effective than attacking firewalls. Critical infrastructure depends on satellites and 
orbital services in ways that most organizations have never mapped, let alone protected. 
And the sheer scale of digital operations is creating sustainability challenges that 
threaten to make security economically unsustainable. 

None of these threats are addressed by existing frameworks. Not because the framework 
authors were negligent, but because the threats did not exist or were not mature when 
the frameworks were written. The gap between the threat landscape and the framework 
landscape grows wider every year. 

RCF Tier 5 was designed to close that gap. It addresses the domains that legacy 
frameworks ignore: autonomous AI governance, post-quantum cryptographic readiness, 
neuro-cognitive security, space and orbital defense, sustainable security operations, and 
the meta-governance required to keep a framework current as the frontier continues to 
advance. 

This book is not speculative. Every domain it addresses involves threats that are either 
active today or will become active within the planning horizon of any serious security 
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program. Organizations that dismiss these domains as futuristic will discover, as 
organizations always do, that the future arrives before they are ready. 

The frontier belongs to those who architect for it. This book provides the architecture. 

Haja 

Founder and CTO, Rocheston 
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Introduction: The Threat Surface Has Moved 
Traditional cybersecurity protects a well-understood perimeter. Networks have 
boundaries. Endpoints have inventories. Applications have interfaces. Users have 
identities. Data has classifications. The threat models, attack taxonomies, and defense 
architectures that the industry has developed over the past three decades are optimized 
for this environment. 

The frontier is different. The frontier protects autonomous AI agents that act without 
direct human oversight. It protects long-lived encrypted data from cryptographic 
algorithms that will be broken by quantum computers that do not yet exist at scale but 
will within the planning horizon of most organizations. It protects human cognition 
from adversaries who have learned that manipulating perception is cheaper and more 
effective than penetrating firewalls. It protects infrastructure that depends on satellites, 
GPS timing, and orbital data services in ways that are rarely mapped and almost never 
tested for resilience. And it addresses the fundamental sustainability question of 
whether security operations can continue to scale without collapsing under their own 
cost and complexity. 

These are not theoretical concerns. AI agents are operating in production today. 
Harvest-now-decrypt-later attacks are being conducted today. Deepfake-enabled fraud 
is costing organizations millions today. GPS spoofing attacks have been documented 
today. Security budgets are growing faster than security outcomes today. 

Why Legacy Frameworks Cannot Address the Frontier 
Legacy frameworks were designed for static IT environments with well-defined 
boundaries, predictable threat models, and human-speed decision cycles. They excel at 
what they were designed for. But the frontier introduces challenges that these 
frameworks were never intended to address. 

AI agents operate at machine speed with autonomous decision-making authority. No 
legacy framework has a control category for governing autonomous software actors. 
Quantum threats involve protecting current data against future cryptographic 
capabilities. No legacy framework addresses algorithm agility or harvest-now-decrypt-
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later risk models. Cognitive attacks target the human layer that security architectures 
assume is trustworthy. No legacy framework provides controls for decision integrity or 
deepfake defense. Orbital dependencies are invisible in traditional IT asset inventories. 
No legacy framework requires space-dependent service mapping or satellite 
communication resilience. 

These gaps are not failures of the legacy frameworks. They are scope limitations that 
reflect the era in which those frameworks were designed. The Rocheston Cybersecurity 
Framework addresses these gaps through Tier 5, a dedicated frontier tier that provides 
the control architecture for domains that legacy standards do not cover. 

The Structure of This Book 
This book is organized around the six domains of RCF Tier 5. Each domain receives 
detailed treatment including threat analysis, architectural principles, control 
specifications, implementation guidance, and integration with the operational tiers of 
the RCF architecture. The book concludes with a comprehensive frontier maturity 
scoring model and a five-year readiness plan that organizations can adapt to their 
specific threat profiles and operational contexts. 
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Part I: The Bot Economy - Governing Autonomous 
AI Agents 
 
Artificial intelligence agents have crossed a threshold that changes the security 
landscape fundamentally. They are no longer tools that execute predefined instructions. 
They are actors that interpret objectives, select strategies, choose tools, and execute 
actions with varying degrees of autonomy. Governing these actors requires security 
architectures that the industry has never needed before. 
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Chapter 1: The Rise of the Autonomous Agent 
The evolution from AI tools to AI agents represents a categorical change in the security 
challenge. A tool does what it is told. An agent decides what to do. 

Agents as Actors 

Modern AI agents operate with increasing autonomy across enterprise environments. 
They call APIs to retrieve and modify data. They execute financial transactions. They 
access sensitive databases. They modify infrastructure configurations. They trigger 
multi-step workflows that span systems and organizational boundaries. They 
communicate with other agents. They make decisions based on probabilistic reasoning 
rather than deterministic rules. 

Each of these capabilities, individually, is manageable. An API call can be authorized. A 
transaction can be approved. A database query can be logged. But when these 
capabilities are combined in an autonomous agent operating at machine speed, the 
security challenge changes qualitatively. The agent is not executing a single authorized 
action. It is executing a chain of actions based on its own reasoning, at a speed that 
precludes human review of individual decisions. 

The Privilege Escalation Risk 

Without governance, AI agents become high-speed privilege escalation mechanisms. An 
agent designed to automate customer service might, through a chain of reasonable-
seeming decisions, access customer financial data, modify account settings, and initiate 
refund transactions, all without any single action appearing unauthorized in isolation 
but collectively representing a privilege escalation that no human operator would be 
permitted. 

Traditional access control models were designed for human actors who operate at 
human speed with human judgment. These models assume that access requests can be 
evaluated individually, that context is understood by the requester, and that unusual 
patterns will be noticed. None of these assumptions hold for autonomous agents. 
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The Scale Challenge 
The number of AI agents in enterprise environments is growing exponentially. 
Organizations that deploy a handful of agents today will deploy hundreds within a few 
years and potentially thousands within a decade. Each agent has its own identity, its 
own permissions, its own behavioral patterns, and its own potential for misuse or 
compromise. The governance challenge scales with the agent population, and traditional 
governance models do not scale to machine-speed, machine-population environments. 
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Chapter 2: Agent Identity, Authority, and Privilege 
Every autonomous agent must be governed with at least the same rigor applied to 
human users, and in many cases with greater rigor, because agents operate faster and 
with less contextual judgment than humans. 

Agent Identity 

Every agent must have a unique, non-transferable identity that distinguishes it from 
every other agent and from every human user. Agent identities must not be shared 
between agents. Agent identities must not be derived from or inherited from human 
user identities. The agent's identity must be the foundation for all authorization, 
logging, and accountability. 

Agent identity must include a unique identifier, the agent's purpose and scope 
description, the model version and configuration that define the agent's behavior, the 
organizational owner responsible for the agent's actions, and the creation and last-
modification timestamps. This identity record must be maintained in the organization's 
identity governance platform and subject to the same lifecycle management applied to 
human identities. 

Authority Boundaries 

Every agent must operate within explicitly defined authority boundaries. These 
boundaries must specify which systems the agent is permitted to access, which data 
categories the agent is permitted to read, modify, or delete, which actions the agent is 
permitted to execute, which financial thresholds the agent is permitted to operate 
within, and which other agents or humans the agent is permitted to communicate with. 

Authority boundaries must be defined before the agent is deployed, not discovered 
through operational experience. The boundary definition must be documented, 
approved by the agent's organizational owner, and reviewed at defined intervals. 
Changes to authority boundaries must follow the same change management process 
applied to critical system configurations. 
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Privilege Minimization 
Agent privilege must follow the principle of least privilege with additional constraints 
appropriate to the autonomous nature of agent operation. 

Permissions must be minimal, granting only the specific capabilities required for the 
agent's defined purpose. Permissions must be time-bound, with automatic expiration 
requiring explicit renewal rather than indefinite persistence. Permissions must be 
context-sensitive, adjusting based on the operational context such as time of day, data 
sensitivity, and concurrent activity. Every permission exercise must be audited, with 
complete logging of every action the agent takes under every permission it holds. 

The default posture for an agent encountering a situation outside its defined authority 
must be to stop and escalate rather than to attempt to proceed. This fail-safe behavior 
must be architecturally enforced, not dependent on the agent's own decision-making 
about what constitutes an authority boundary. 
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Chapter 3: Runtime Control Architecture 
Agent governance cannot be purely administrative. Defining permissions and policies is 
necessary but insufficient. Governance must be enforced at runtime, in the execution 
path of every agent action. 

The Tool Gateway 

Every interaction between an agent and an external system must pass through a tool 
gateway. The gateway is a policy enforcement point that evaluates each action against 
the agent's authority boundaries before permitting execution. The agent does not access 
APIs, databases, or infrastructure directly. It requests actions through the gateway, and 
the gateway either permits, modifies, or blocks the request based on policy. 

The tool gateway architecture provides several critical capabilities. Action-level 
authorization evaluates every individual action against the agent's permission set. Rate 
limiting prevents agents from executing actions at a pace that overwhelms target 
systems or indicates anomalous behavior. Content filtering inspects the data flowing to 
and from the agent to prevent data exfiltration or injection of unauthorized content. 
Transaction logging captures complete records of every action attempted and every 
action executed. 

Prompt Injection Defense 

AI agents that process natural language inputs are vulnerable to prompt injection 
attacks, where adversarial content embedded in data or communications manipulates 
the agent's behavior. Prompt injection is the frontier equivalent of SQL injection: an 
input manipulation attack that exploits the boundary between data and instructions. 

Runtime defense against prompt injection requires input sanitization that identifies and 
neutralizes adversarial prompts before they reach the agent's reasoning engine. 
Behavioral constraints that limit the agent's ability to deviate from its defined purpose 
regardless of input. Output validation that checks the agent's intended actions against 
its authority boundaries before execution. Isolation that prevents a compromised agent 
from affecting other agents or systems. 
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Kill-Switch Capability 
Every autonomous agent must have a kill-switch capability that allows immediate 
termination of the agent's operation. The kill switch must be accessible to the agent's 
organizational owner, to the security operations team, and to automated monitoring 
systems that detect anomalous behavior. Activation of the kill switch must immediately 
halt all agent actions, revoke all active sessions, and preserve the agent's state and logs 
for investigation. 

The kill switch must function regardless of the agent's current state. An agent that is in 
the middle of a multi-step operation must be terminable at any point. An agent that has 
entered an unexpected behavioral state must still respond to the kill-switch signal. The 
kill switch is not a graceful shutdown. It is an emergency stop. 
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Chapter 4: Drift and Behavioral Monitoring 
AI agents are not static. They evolve through model updates, prompt adjustments, data 
changes, and interaction patterns that alter their behavior over time. This behavioral 
drift is a security concern that has no equivalent in traditional IT security. 

Sources of Agent Drift 

Model updates change the agent's reasoning capabilities and behavioral tendencies. A 
new model version may interpret instructions differently, handle edge cases differently, 
or exhibit different biases than the previous version. Prompt and configuration changes 
modify the instructions that guide the agent's behavior. A change intended to improve 
performance in one area may inadvertently expand the agent's behavioral range in 
unexpected directions. Data environment changes alter the information the agent works 
with, which can change its outputs even without any change to the agent itself. 
Interaction patterns evolve as the agent is used in ways that its designers did not fully 
anticipate, potentially revealing capabilities or vulnerabilities that were not apparent 
during initial deployment. 

Behavioral Monitoring Architecture 
AINA extends its continuous verification capabilities to agent behavioral monitoring. 
For each agent, AINA monitors tool usage patterns to detect when an agent begins using 
tools or APIs that it has not used previously or is using existing tools in new ways. Data 
access patterns to detect when an agent's data access scope expands beyond its historical 
baseline. Decision patterns to detect when the agent's reasoning leads to outcomes that 
diverge from its historical behavior. Risk escalation to detect when the agent's actions 
approach or exceed its authority boundaries. 

Behavioral monitoring produces evidence artifacts that are anchored to the Rosecoin 
Vault, creating an immutable record of agent behavior over time. This record is essential 
for governance, investigation, and accountability. 

The Explainability Requirement 



Securing the Frontier 

Page 17 

If you cannot explain why an agent acted, you do not control it. This principle is the 
foundation of frontier AI governance. Every agent action must be traceable to a 
reasoning chain. Every reasoning chain must be logged. Every log must be preserved 
and integrity-protected. 

Agents that operate as black boxes, producing actions without explainable reasoning, 
represent an unacceptable governance risk in security-critical environments. The 
architecture must require that agents produce explanation logs alongside action logs, 
documenting not just what the agent did but why it decided to do it. 
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Chapter 5: Adversarial AI Threat Scenarios 
The governance architecture must be designed against specific adversarial scenarios 
that exploit the unique characteristics of autonomous agents. 

Scenario One: Agent Compromise 

An adversary gains control of an AI agent's configuration or prompt, redirecting its 
behavior toward malicious objectives while maintaining the appearance of normal 
operation. The compromised agent uses its legitimate permissions to exfiltrate data, 
modify configurations, or establish persistence, all within its authorized scope but in 
service of adversarial goals. 

Defense requires behavioral monitoring that detects purpose deviation rather than 
permission violation. The agent may remain within its technical authority boundaries 
while acting against the organization's interests. AINA's behavioral analysis must 
identify changes in the agent's operational patterns that suggest compromise even when 
individual actions appear authorized. 

Scenario Two: Agent-to-Agent Manipulation 
In environments where multiple agents interact, an adversary compromises one agent 
and uses it to manipulate other agents through their communication channels. The 
compromised agent sends crafted messages or data to other agents that cause them to 
take malicious actions. This is multi-hop prompt injection at the agent-to-agent level. 

Defense requires that inter-agent communication passes through the same tool gateway 
and policy enforcement architecture that governs agent-to-system interactions. Agents 
must not trust input from other agents any more than they trust input from external 
sources. 

Scenario Three: Slow Privilege Accumulation 
An adversary uses an AI agent's learning and adaptation capabilities to gradually expand 
its operational scope over time. The agent makes incremental requests for additional 
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permissions or access, each individually reasonable, that collectively result in a privilege 
level far exceeding what was originally authorized. 

Defense requires that agent permissions are reviewed not just individually but 
cumulatively. Privilege accumulation monitoring must detect when an agent's aggregate 
access exceeds acceptable thresholds even when each individual permission grant was 
justified. 

Scenario Four: Model Supply Chain Attack 

An adversary tampers with the AI model or training data used by an agent, embedding 
malicious behaviors that activate under specific conditions. The agent operates normally 
under most circumstances but executes malicious actions when triggered by specific 
inputs or contexts. 

Defense requires model integrity verification through cryptographic hashing of model 
artifacts, behavioral testing through adversarial validation scenarios, and continuous 
behavioral monitoring that detects anomalous actions regardless of their trigger. 
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Part II: Post-Quantum Security - Protecting 
Tomorrow's Secrets 
 
Quantum computing represents a different category of security threat than the industry 
has faced before. The threat is not a new attack technique against existing defenses. It is 
the mathematical obsolescence of an entire category of cryptographic protection that 
underpins virtually all secure digital communication. 
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Chapter 6: The Quantum Threat Model 
The quantum threat to cybersecurity centers on the impact of large-scale quantum 
computers on asymmetric cryptography. RSA, elliptic curve cryptography, and Diffie-
Hellman key exchange, the algorithms that protect the vast majority of encrypted 
communications, digital signatures, and authentication systems, are all vulnerable to 
quantum attack through Shor's algorithm. 

What Quantum Computers Break 
Shor's algorithm, running on a sufficiently large quantum computer, can factor large 
integers and compute discrete logarithms in polynomial time. This capability directly 
breaks RSA, which depends on the difficulty of integer factorization, and ECC and 
Diffie-Hellman, which depend on the difficulty of the discrete logarithm problem. The 
practical consequence is that any communication protected by these algorithms can be 
decrypted by an adversary with access to a sufficiently large quantum computer. 

Symmetric cryptography and hash functions are less affected. AES and SHA-256 remain 
secure against quantum attack, though Grover's algorithm reduces their effective 
security by half. AES-256 provides approximately 128-bit security against quantum 
attack, which is considered adequate. SHA-256 similarly provides approximately 128-bit 
quantum security. These reductions are manageable through key length increases. 

The Timeline Question 
The critical question for security planning is when cryptographically relevant quantum 
computers will become available. Estimates vary, but the consensus among 
cryptographic researchers is that such computers are likely to exist within ten to twenty 
years, with some estimates placing the timeline as soon as seven to ten years. 

For security planning purposes, the relevant question is not when quantum computers 
will be available but how long the data being protected today needs to remain 
confidential. If the answer is ten years or more, the data is already at risk through 
harvest-now-decrypt-later attacks, regardless of when quantum computers actually 
arrive. 
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Chapter 7: Harvest Now, Decrypt Later 
The most immediate quantum threat is not the future decryption of current 
communications. It is the current collection of encrypted data for future decryption. 

The Attack Model 

Sophisticated adversaries, particularly nation-state intelligence services, are widely 
believed to be collecting and storing encrypted communications today with the intention 
of decrypting them when quantum computers become available. This harvest-now-
decrypt-later strategy is rational, cost-effective, and virtually undetectable. 

The adversary intercepts encrypted communications through passive network 
monitoring, compromised infrastructure, or lawful interception capabilities. The 
encrypted data is stored, potentially for years or decades. When quantum computing 
capability becomes available, the stored data is decrypted using quantum algorithms. 
The adversary gains access to the original plaintext of communications that may still be 
sensitive. 

Data at Risk 
Not all encrypted data is equally at risk. The harvest-now-decrypt-later threat is most 
significant for data with long confidentiality requirements. Government classified 
information with decades-long classification periods is at high risk. Diplomatic 
communications that remain sensitive for years after the communication occurred are at 
high risk. Trade secrets and intellectual property that provide competitive advantage 
over long periods are at high risk. Personal health information protected by HIPAA with 
indefinite confidentiality requirements is at high risk. Financial data protected by long-
term regulatory retention requirements is at moderate risk. 

Data that is time-sensitive and loses its value quickly is at lower risk. A real-time 
authentication token that expires in minutes is not a harvest-now-decrypt-later concern. 
A strategic plan that will be public within a year is a lower priority. 

Frontier Protocol Requirements 
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The frontier protocol for harvest-now-decrypt-later defense requires three capabilities. 
First, a comprehensive cryptographic inventory that catalogs every use of asymmetric 
cryptography across the organization's infrastructure, applications, and 
communications. Second, a data lifetime classification that assigns confidentiality 
lifetime requirements to data categories, identifying which data must remain 
confidential beyond the expected quantum timeline. Third, algorithm agility planning 
that develops the architectural capability to replace quantum-vulnerable algorithms 
with quantum-resistant alternatives without operational disruption. 
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Chapter 8: Cryptographic Agility Architecture 
Cryptographic agility is the architectural capability to replace cryptographic algorithms 
across the organization's technology stack without redesigning the systems that depend 
on them. 

The Abstraction Principle 

Cryptographic agility requires abstraction between applications and the cryptographic 
algorithms they use. Applications must not hard-code algorithm selections. They must 
reference a cryptographic service layer that provides the selected algorithm through an 
abstraction interface. When the algorithm changes, the service layer configuration 
changes. The applications continue to operate without modification. 

This abstraction must extend across the complete technology stack. Application layer 
encryption must use abstracted cryptographic libraries. Transport layer security must 
support algorithm negotiation and configuration. Certificate management must support 
multiple algorithm families simultaneously. Key management must handle keys of 
different types and lengths as algorithms change. 

Dual-Algorithm Support 
During the transition from quantum-vulnerable to quantum-resistant algorithms, 
systems must support both algorithm families simultaneously. This dual-algorithm or 
hybrid approach ensures that communications are protected by both the current 
algorithm and the post-quantum algorithm during the transition period. If the post-
quantum algorithm proves to have unexpected weaknesses, the current algorithm still 
provides protection. If the current algorithm is broken by quantum computing before 
the transition is complete, the post-quantum algorithm provides protection. 

Certificate Lifecycle Redesign 
The transition to post-quantum algorithms requires fundamental changes to certificate 
management. Post-quantum algorithms generally produce larger keys and signatures 
than current algorithms. Certificate chains may become significantly larger. Certificate 
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processing may require more computational resources. Certificate lifecycle management 
must accommodate the transition from current to hybrid to fully post-quantum 
certificates across every system that uses them. 

This redesign must begin before quantum computers arrive. The certificate 
infrastructure transition is complex, time-consuming, and cannot be rushed when the 
threat becomes imminent. Organizations that begin now will be prepared. Organizations 
that wait will face emergency migrations under pressure. 
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Chapter 9: The Quantum Migration Roadmap 
Migration to quantum-resistant cryptography is a multi-year program that must be 
planned and executed systematically. 

Phase One: Cryptographic Inventory 

The migration begins with a comprehensive inventory of all cryptographic usage across 
the organization. This inventory catalogs every protocol, algorithm, key length, and 
certificate in use across every system, application, and communication channel. The 
inventory identifies which usages are quantum-vulnerable and which are quantum-safe. 
The result is a complete map of the organization's quantum exposure. 

Phase Two: Risk Prioritization 
The inventory is prioritized based on the data lifetime classification and the operational 
criticality of each system. Systems protecting data with long confidentiality 
requirements receive the highest priority. Systems protecting critical infrastructure 
receive high priority. Systems protecting time-sensitive data receive lower priority. The 
prioritization determines the migration sequence. 

Phase Three: Architecture Preparation 

Before migrating any production system, the cryptographic agility architecture must be 
established. Abstraction layers are implemented. Dual-algorithm support is configured. 
Certificate management infrastructure is upgraded. Key management systems are 
extended to handle post-quantum key types. Testing environments are established to 
validate post-quantum algorithm performance. 

Phase Four: Priority System Migration 
The highest-priority systems are migrated first, beginning with hybrid mode that runs 
both current and post-quantum algorithms simultaneously. Each migration is tested 
thoroughly in non-production environments before deployment. Performance impact is 
measured and addressed. Interoperability with systems that have not yet migrated is 
verified. 
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Phase Five: Comprehensive Migration 
Remaining systems are migrated in priority order. As migration progresses, the 
organization's quantum exposure decreases. The migration is tracked through metrics 
that measure the percentage of systems migrated, the percentage of data protected by 
post-quantum algorithms, and the remaining quantum exposure. 

Phase Six: Legacy Algorithm Deprecation 
Once all systems are operating with post-quantum protection, the legacy quantum-
vulnerable algorithms are deprecated and removed. Dual-algorithm support is 
maintained for a transition period to ensure backward compatibility with external 
systems. Eventually, quantum-vulnerable algorithms are disabled entirely. 
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Chapter 10: Executive Quantum Readiness 
Quantum readiness is a strategic decision that requires executive engagement and 
board-level awareness. 

The Executive Assessment 

Executives must be able to answer four questions about their organization's quantum 
readiness. What data must remain confidential for ten or more years? Where is that data 
stored, and what algorithms protect it? Can those algorithms be replaced without 
system outage or operational disruption? What is the timeline and budget for achieving 
quantum-resistant status? 

If executives cannot answer these questions, the organization has not begun its quantum 
readiness program. The answers define the scope, priority, and urgency of the migration 
effort. 

Board-Level Reporting 

Quantum readiness should be reported to the board as a strategic risk metric. The board 
should understand the organization's current quantum exposure measured as the 
percentage of systems and data protected by quantum-vulnerable algorithms, the 
migration progress measured against the roadmap timeline, the estimated time to 
complete migration, and the residual risk during the transition period. 

Quantum risk is not a technical detail that can be delegated to the security team without 
oversight. It is a strategic exposure that could compromise decades of confidential data. 
Board awareness and engagement are essential. 
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Part III: Neuro-Cognitive Security - Protecting 
Decision Integrity 
 
Adversaries have discovered that attacking human cognition is often more effective, 
cheaper, and harder to detect than attacking technical systems. The frontier of 
cybersecurity must protect the human decision-making layer with the same 
architectural rigor applied to networks and endpoints. 

 



Securing the Frontier 

Page 31 

Chapter 11: Cognition as an Attack Surface 
The human brain is the oldest and most complex system in the security architecture, 
and it is the least defended. 

The Cognitive Attack Taxonomy 

Cognitive attacks exploit predictable weaknesses in human perception, judgment, and 
decision-making. Deepfake attacks use synthetic audio and video to impersonate trusted 
individuals, enabling fraud, manipulation, and unauthorized access. Disinformation 
campaigns use coordinated messaging to shape organizational perception of threats, 
competitors, or strategic situations. Urgency manipulation exploits the human tendency 
to bypass procedures under time pressure, creating false deadlines to trigger hasty 
decisions. Authority impersonation exploits the human tendency to defer to perceived 
authority, using fabricated communications from executives or regulators to authorize 
unauthorized actions. Cognitive overload deliberately overwhelms human operators 
with excessive information, alerts, or tasks to degrade their decision quality and increase 
the likelihood of errors. 

These attacks target the human layer precisely because it is the least defended. 
Organizations invest millions in technical security controls but rarely address the 
cognitive vulnerabilities of the people who make the decisions those controls are 
supposed to protect. 

Why Technical Controls Are Insufficient 
Technical controls cannot fully defend against cognitive attacks because the attack 
vector is the human mind, not a technical system. A perfectly configured firewall does 
not prevent an executive from approving a fraudulent wire transfer after receiving a 
convincing deepfake phone call. A comprehensive SIEM does not detect that an analyst's 
judgment has been degraded by cognitive overload. An advanced email filter does not 
prevent a disinformation campaign from influencing strategic decisions made in a 
boardroom. 
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Neuro-cognitive security requires controls that operate at the decision layer, influencing 
how decisions are made rather than what information reaches the decision-maker. 
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Chapter 12: Decision Integrity Controls 
Decision integrity controls are architectural mechanisms that protect critical decisions 
from cognitive manipulation. 

Multi-Channel Verification 

No single communication channel should be sufficient to authorize a critical action. If 
an instruction arrives by email, it must be verified through a different channel such as 
phone, in-person, or a separate messaging platform before execution. If an instruction 
arrives by phone, it must be verified through a different channel. The principle is that an 
adversary who compromises one communication channel cannot execute an attack 
unless they simultaneously compromise a second, independent channel. 

Multi-channel verification is particularly important for financial transactions, access 
changes, and infrastructure modifications. These high-impact actions must require 
confirmation through channels that are independent of the channel through which the 
original instruction was received. 

Structured Delay for High-Risk Actions 
Certain actions are irreversible or have significant consequences. Wire transfers, 
account deletions, permission changes, and infrastructure decommissioning fall into 
this category. For these actions, the decision integrity architecture introduces a 
mandatory delay between the authorization decision and the execution of the action. 

The delay serves two purposes. It provides time for the decision-maker to reconsider 
under reduced time pressure. It provides time for the verification mechanisms to detect 
anomalies. An adversary relying on urgency manipulation to rush a decision is defeated 
by the architectural requirement that high-risk actions cannot be executed immediately 
regardless of the perceived urgency. 

Cross-Validation by Independent Authority 

Critical decisions must be validated by an authority that is independent of the original 
decision-maker and independent of the communication channel that delivered the 
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instruction. This independent validation ensures that a single compromised individual 
cannot authorize catastrophic actions and that the validation occurs through a 
perspective that has not been exposed to the same potential manipulation. 
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Chapter 13: Cognitive Load Management 
Security systems that overload humans create vulnerability. When human operators are 
overwhelmed, they make mistakes. Those mistakes are exploitable. 

The Alert Fatigue Problem 

Security operations centers are frequently overwhelmed by alert volume. Analysts facing 
thousands of alerts per day cannot evaluate each alert carefully. They develop shortcuts, 
skip steps, and miss genuine threats hidden in the noise. This is not a personnel failure. 
It is an architectural failure. The system is producing more signals than the human layer 
can process. 

Frontier cognitive load management requires signal prioritization that surfaces the most 
important alerts while suppressing noise. Alert reduction that consolidates related 
alerts, eliminates duplicates, and filters false positives before they reach human 
analysts. Clarity-first dashboard design that presents information in the way human 
cognition processes it most effectively. Decision support systems that provide analysts 
with contextual information and recommended actions rather than raw data. 

Architecture Must Compensate for Human Limits 
Human cognitive capacity is finite. Attention degrades over long shifts. Judgment 
deteriorates under stress. Decision quality decreases when too many decisions are 
required in too short a time. These are not weaknesses to be trained away. They are 
biological realities that security architecture must accommodate. 

The frontier principle is that security architecture must be designed for the actual 
cognitive capabilities of human operators, not the theoretical capabilities that training 
programs claim to develop. Systems that require superhuman attention, memory, or 
judgment are not demanding. They are poorly designed. 
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Chapter 14: Deepfake and Synthetic Media 
Defense 
Deepfake technology has reached the point where synthetic audio and video can 
convincingly impersonate specific individuals. This capability is being weaponized for 
fraud, manipulation, and social engineering at an increasing rate. 

Current Threat Landscape 
Deepfake-enabled attacks are already causing significant harm. Voice deepfakes have 
been used to impersonate executives and authorize fraudulent wire transfers. Video 
deepfakes have been used to impersonate colleagues in virtual meetings. Synthetic 
media has been used to create fabricated evidence of events that never occurred. The 
quality of deepfakes continues to improve while the cost and skill required to create 
them continues to decrease. 

Defense Architecture 

Organizations must implement voice verification protocols that establish out-of-band 
methods for confirming the identity of callers who request high-impact actions. A 
callback to a known number, a challenge-response protocol, or a separate 
communication channel can defeat voice deepfakes that impersonate executives or 
trusted contacts. 

Video authenticity checks provide technical analysis of video communications to detect 
synthetic generation artifacts. While deepfake detection technology is in an arms race 
with deepfake generation technology, current detection capabilities provide meaningful 
defense when integrated into communication platforms. 

Executive impersonation detection combines behavioral analysis with communication 
pattern monitoring to identify communications that claim to be from executives but 
deviate from established patterns. Unusual requests, unusual timing, unusual language, 
or unusual communication channels trigger verification requirements. 

Escalation confirmation paths establish mandatory procedures for high-impact 
decisions triggered by communications from senior leadership. Even if the 
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communication appears authentic, the architecture requires confirmation through an 
independent path before execution. 
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Part IV: Space and Orbital Defense - The Invisible 
Dependency 
 
Modern infrastructure depends on space-based services in ways that most organizations 
have never explicitly mapped. Satellite communications, GPS timing signals, orbital 
data services, and space-dependent weather and navigation systems are woven into the 
fabric of critical infrastructure so deeply that their loss would cascade through systems 
that appear to have no connection to space. 
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Chapter 15: Orbital Risk Modeling 
The first step in defending orbital dependencies is understanding them. 

The Invisible Infrastructure 
GPS timing signals synchronize financial trading systems, telecommunications 
networks, power grid operations, cloud computing infrastructure, and industrial control 
systems. Satellite communications provide connectivity for maritime operations, 
aviation, remote infrastructure, and backup communication links. Earth observation 
satellites provide data for weather forecasting, agricultural planning, disaster response, 
and military operations. 

Most organizations use these services without conscious awareness. The GPS timing 
signal that synchronizes their data center clocks is invisible. The satellite 
communication link that provides backup connectivity for a remote facility is invisible. 
The weather data that informs their business continuity planning comes from satellites, 
but no one has mapped that dependency. 

Dependency Mapping 
Frontier defense requires explicit mapping of orbital dependencies. Every system that 
directly or indirectly depends on satellite communication must be identified. Every 
system that depends on GPS timing must be identified. Every data feed that originates 
from orbital sources must be identified. The criticality of each dependency must be 
classified. The impact of dependency loss must be assessed. 

This mapping exercise typically reveals dependencies that the organization did not know 
existed. The financial trading platform that depends on GPS timing through three layers 
of infrastructure. The disaster recovery site that depends on satellite communication as 
its primary backup link. The industrial control system that depends on time 
synchronization from a GPS-disciplined clock that no one has serviced in years. 
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Chapter 16: GPS Timing Dependencies and 
Financial Infrastructure 
GPS timing is the most critical and least visible orbital dependency for most 
organizations. 

How GPS Timing Works 

The Global Positioning System provides not just location but precise time. GPS satellites 
carry atomic clocks that broadcast timing signals with nanosecond precision. These 
signals are used by GPS receivers to compute position, but the timing signal itself is 
valuable independent of location. Many systems use GPS timing signals purely for time 
synchronization, without any need for position information. 

Financial System Dependencies 
Financial markets depend on precise time synchronization for transaction ordering, 
trade matching, regulatory timestamp compliance, and audit trail integrity. When time 
synchronization fails, trades cannot be properly ordered. Regulatory requirements for 
timestamp accuracy cannot be met. Audit trails become unreliable. 

The dependency chain is often indirect. A financial trading system synchronizes its clock 
with a time server. The time server synchronizes with a GPS-disciplined clock. If the 
GPS signal is lost or spoofed, the time server provides incorrect time to the trading 
system, which produces incorrectly timestamped transactions. No one in the chain may 
realize that the root cause is a GPS issue. 

Spoofing and Jamming Risks 

GPS signals are low-power and vulnerable to both jamming, where a stronger signal 
overwhelms the GPS signal, and spoofing, where a counterfeit signal mimics the GPS 
signal with incorrect timing. GPS spoofing attacks have been demonstrated in practice 
and are within the capability of sophisticated adversaries. 
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A timing spoofing attack that shifts GPS time by even a few microseconds can cause 
transaction ordering errors in financial systems. A larger shift can cause system failures 
in infrastructure that depends on time synchronization for operational coherence. 
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Chapter 17: Redundancy, Fallback, and Signal 
Integrity 
Defending orbital dependencies requires redundancy, fallback capabilities, and signal 
integrity verification. 

Terrestrial Alternatives 

Critical systems must not depend solely on orbital sources for timing or communication. 
Terrestrial alternatives for timing include atomic clocks that provide local precision 
timekeeping independent of GPS, network time protocols that distribute time from 
terrestrial atomic clock sources, and precision time protocol implementations over fiber 
networks. Terrestrial alternatives for communication include fiber, microwave, and 
other ground-based connectivity that does not depend on satellite links. 

Multi-Provider Architecture 

Organizations should diversify their orbital dependencies across multiple providers and 
systems. GPS is the most widely used satellite navigation system, but Galileo, 
GLONASS, and BeiDou provide alternative timing and navigation signals. Systems that 
can receive and cross-validate signals from multiple satellite systems are more resilient 
than those that depend on a single system. 

Signal Integrity Verification 
Systems that receive GPS or other satellite signals must implement signal integrity 
verification that detects spoofing and jamming. Spoofing detection analyzes signal 
characteristics to identify counterfeit signals that differ from authentic signals in timing 
pattern, signal strength, or spectral properties. Jamming detection identifies 
interference that overwhelms legitimate signals. Integrity verification compares timing 
signals from multiple independent sources and flags discrepancies that may indicate 
attack. 
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Part V: Sustainable Cybersecurity - Resilience at 
Scale 
 
Security operations cannot grow indefinitely without regard for efficiency. The current 
trajectory of increasing data volumes, expanding tool portfolios, growing alert volumes, 
and escalating costs is unsustainable. Frontier maturity requires security that scales 
efficiently. 
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Chapter 18: The Sustainability Imperative 
Security budgets have grown dramatically over the past decade, but security outcomes 
have not grown proportionally. Organizations are spending more money collecting more 
data, running more tools, and generating more alerts, but breaches continue at roughly 
the same rate. The correlation between spending and outcomes is weak, and the 
spending trajectory is unsustainable. 

The Growth Trap 
Each new security capability adds data volume, processing requirements, storage 
demands, and operational complexity. Each new regulation adds compliance evidence 
requirements. Each new tool adds licensing costs, integration overhead, and training 
demands. Each new threat adds detection rules, response procedures, and monitoring 
scope. The cumulative effect is exponential growth in security operations complexity 
with linear growth in security operations budget and linear or declining growth in actual 
security improvement. 

Organizations that do not address this sustainability challenge will eventually reach a 
point where their security operations collapse under their own weight. Alert volumes 
will exceed analyst capacity. Data storage will exceed budget limits. Tool proliferation 
will create integration chaos. Compliance evidence demands will consume all available 
security team capacity, leaving no resources for actual defense. 

The Frontier Principle 
Sustainable cybersecurity is not about doing less. It is about doing the right things more 
efficiently. The frontier principle is that every security operation must justify its 
resource consumption against its contribution to actual risk reduction. Operations that 
consume resources without proportional risk reduction must be optimized, 
consolidated, or eliminated. 
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Chapter 19: Telemetry Optimization and Data 
Discipline 
Not all data is equally valuable for security operations. Collecting everything is 
expensive and counterproductive. Collecting the right data efficiently is a core 
competency of sustainable security. 

Telemetry Value Assessment 
Every data source in the security architecture should be evaluated against three criteria. 
Detection value measures how often the data source contributes to detecting genuine 
security events. Investigation value measures how often the data source is used in 
incident investigations. Compliance value measures whether the data source provides 
required evidence for compliance obligations. Data sources that score low on all three 
criteria are candidates for reduction or elimination. 

Retention Discipline 

Data retention must be governed by policy rather than by default. The tendency to retain 
all data indefinitely creates storage cost that grows without bound and provides 
diminishing returns. Retention policies should be based on the superset requirement 
across all applicable regulations, the practical investigation window for security 
incidents, and the compliance evidence window for audit purposes. Data that exceeds 
these windows should be archived or deleted. 
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Chapter 20: Tool Consolidation and Compute 
Efficiency 
The average enterprise security stack contains dozens of tools with overlapping 
capabilities. This proliferation creates integration complexity, licensing cost, and 
operational overhead that reduce the efficiency of security operations. 

Consolidation Strategy 
Tool consolidation begins with capability mapping. Each tool in the portfolio is 
evaluated against the capabilities it provides, the overlap with other tools, the 
integration requirements, and the total cost of ownership. Tools that provide unique 
capabilities are retained. Tools that overlap significantly with other tools are candidates 
for consolidation. The goal is a tool portfolio where each tool has a clear, non-
overlapping role in the security architecture. 

Compute Efficiency 

Security operations should be designed for compute efficiency. Detection rules should 
be optimized for performance. Data processing pipelines should be designed for 
throughput. Storage should be tiered based on access frequency. Processing should be 
distributed across appropriate compute resources rather than concentrated on oversized 
infrastructure. 

Efficiency is not about minimizing cost at the expense of capability. It is about 
maximizing the security outcome per unit of resource consumed. An efficient security 
operation is a sustainable security operation. 
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Part VI: Meta-Governance - The Framework That 
Evolves 
 
A framework that cannot evolve becomes obsolete. The frontier changes constantly as 
new technologies emerge, new threats develop, and new domains become security-
relevant. Meta-governance is the discipline of managing the framework itself as a living 
system. 
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Chapter 21: Framework Version Control and 
Lifecycle Management 
RCF Tier 5 must evolve as the frontier advances. This evolution requires the same 
discipline applied to software version control: structured releases, backward 
compatibility management, deprecation processes, and transparent change 
documentation. 

Version Control 
The RCF control library is maintained under version control. Changes to control 
specifications, new control additions, and control deprecations are managed through a 
release process that includes documented rationale for each change, impact analysis 
showing how changes affect existing implementations, migration guidance for 
organizations implementing the new version, and a transition period during which both 
the current and new versions are valid. 

Control Lifecycle 
Each control in the RCF library has a defined lifecycle. Proposed controls have been 
identified as candidates based on emerging threats or regulatory developments but have 
not yet been validated for operational inclusion. Active controls are part of the current 
RCF specification and must be implemented by organizations claiming RCF compliance. 
Deprecated controls have been superseded by new controls or are no longer relevant to 
the current threat landscape but remain valid during a transition period. Retired 
controls are no longer part of the RCF specification. 
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Chapter 22: Strategic Threat Forecasting 
Meta-governance requires the ability to anticipate frontier changes before they become 
crises. 

Horizon Scanning 

Rocheston maintains a strategic threat forecasting function that monitors technology 
development across artificial intelligence, quantum computing, space technology, 
biotechnology, and other domains that may create future security challenges. Regulatory 
development across all major jurisdictions, identifying emerging requirements before 
they become mandates. Geopolitical shifts that change the threat landscape, including 
changes in nation-state capabilities, international tensions, and conflict dynamics. 
Research publication in cryptography, machine learning security, and other fields that 
indicate approaching capability changes. 

Translating Forecasts to Controls 

Strategic threat forecasts are translated into framework evolution through a structured 
process. Identified threats are analyzed for their potential impact on existing controls. 
Gaps between current controls and emerging threats are documented. New control 
candidates are developed to address the gaps. Candidates are validated through 
technical review and adversarial analysis. Validated controls enter the proposed lifecycle 
stage and eventually the active specification. 

 



Securing the Frontier 

Page 50 

Chapter 23: Integrating the Frontier Into 
Operational Reality 
Frontier domains must not remain theoretical. They must be integrated into the 
operational security architecture that defends the organization every day. 

Cross-Tier Integration 

Tier 5 frontier controls must feed into Tier 3 operational detection and response and 
Tier 4 evidence and proof architectures. AI agent behavioral monitoring must integrate 
with the SOC detection pipeline. Quantum readiness metrics must integrate with the 
compliance posture dashboard. Cognitive attack indicators must integrate with incident 
response procedures. Orbital dependency status must integrate with business continuity 
monitoring. 

Automation Integration 

AINA's continuous validation must extend to frontier controls. Agent governance 
compliance must be validated automatically. Cryptographic inventory accuracy must be 
verified continuously. Cognitive defense mechanisms must be tested regularly. Orbital 
dependency status must be monitored in real time. 

Noodles must maintain frontier control state alongside all other controls in the unified 
registry. Frontier controls must be subject to the same state model with verified, 
unverified, drifted, and failed states, the same evidence pipeline, and the same Rosecoin 
anchoring. 

Executive Reporting 

Frontier readiness must be reported to executive leadership and the board alongside 
traditional security posture. The governance dashboard must include frontier metrics 
that enable board members to understand the organization's readiness for emerging 
threats without requiring technical expertise in quantum computing or AI governance. 
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Part VII: Frontier Risk Assessment 
 
Measuring frontier readiness requires a structured assessment framework that evaluates 
capability across all frontier domains and produces actionable maturity scores. 
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Chapter 24: The Frontier Maturity Scoring Model 
The Frontier Maturity Scoring Model evaluates organizational readiness across five 
domains, each scored on a five-level maturity scale. 

Domain One: AI Governance Maturity 

Level 1: AI agents deployed without formal governance. No identity management. No 
runtime controls. Level 2: Agent inventory exists. Basic permissions defined. Manual 
oversight. Level 3: Formal identity and authority framework. Tool gateway 
implemented. Basic behavioral monitoring. Level 4: Comprehensive runtime 
governance. Automated behavioral drift detection. Adversarial testing program. Level 5: 
Full agent governance architecture with AINA integration, Rosecoin-anchored 
behavioral evidence, and continuous adversarial validation. 

Domain Two: Quantum Preparedness 

Level 1: No cryptographic inventory. No awareness of quantum risk. Level 2: Awareness 
of quantum threat. Initial cryptographic inventory begun. Level 3: Complete 
cryptographic inventory. Data lifetime classification. Algorithm agility planning 
underway. Level 4: Cryptographic agility architecture implemented. Priority system 
migration in progress. Level 5: Comprehensive quantum-resistant deployment. Legacy 
algorithm deprecation. Continuous cryptographic posture monitoring. 

Domain Three: Cognitive Defense Discipline 
Level 1: No formal cognitive defense. Standard security awareness training only. Level 2: 
Awareness of cognitive attack vectors. Basic multi-channel verification for high-value 
transactions. Level 3: Structured decision integrity controls. Deepfake defense 
protocols. Alert fatigue management. Level 4: Comprehensive cognitive defense 
architecture. Regular adversarial cognitive testing. Decision support systems 
operational. Level 5: Full neuro-cognitive security program with continuous validation, 
anchored evidence, and integration with operational SOC. 

Domain Four: Orbital Dependency Mapping 
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Level 1: No orbital dependency awareness. Level 2: Awareness of GPS timing 
dependency. Basic inventory of satellite communication usage. Level 3: Complete orbital 
dependency map. Criticality classification. Fallback planning begun. Level 4: Terrestrial 
alternatives deployed for critical dependencies. Multi-provider architecture. Signal 
integrity monitoring. Level 5: Comprehensive orbital resilience with tested failover, 
continuous integrity verification, and integration with business continuity architecture. 

Domain Five: Sustainability Metrics 

Level 1: Security operations growing without efficiency measurement. Level 2: 
Awareness of sustainability challenge. Basic cost-per-outcome tracking. Level 3: 
Telemetry optimization program. Tool consolidation underway. Retention policies 
defined. Level 4: Efficiency metrics integrated into operational decision-making. 
Resource allocation tied to risk reduction outcomes. Level 5: Sustainable security 
architecture with automated efficiency optimization, continuous resource justification, 
and demonstrated outcome-per-resource improvement. 
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Chapter 25: Five-Year Frontier Readiness Plan 

Year One: Assessment and Foundation 

Conduct comprehensive frontier maturity assessment across all five domains. Establish 
cryptographic inventory. Begin AI agent governance framework. Map orbital 
dependencies. Assess current sustainability metrics. Establish executive reporting for 
frontier readiness. 

Year Two: Architecture and Priority Migration 
Implement cryptographic agility architecture. Deploy AI agent identity and runtime 
control framework. Implement decision integrity controls for high-value processes. 
Deploy terrestrial alternatives for critical orbital dependencies. Begin telemetry 
optimization program. 

Year Three: Operational Integration 
Integrate frontier controls into AINA continuous validation. Begin quantum priority 
system migration. Deploy comprehensive agent behavioral monitoring. Implement 
deepfake defense protocols. Complete tool consolidation first wave. 

Year Four: Advanced Capability 
Advance quantum migration to comprehensive coverage. Implement adversarial AI 
testing program. Deploy cognitive defense validation program. Achieve multi-provider 
orbital resilience. Demonstrate sustainability improvement metrics. 

Year Five: Maturity and Evolution 
Achieve Level 4 or Level 5 maturity across all frontier domains. Complete quantum 
algorithm migration. Operate comprehensive AI governance architecture. Integrate all 
frontier metrics into unified governance dashboard. Begin next-generation frontier 
threat forecasting for the following five-year cycle. 

 



Securing the Frontier 

Page 55 

Closing Statement 
The frontier is not tomorrow. It is already here. 

AI agents operate autonomously in production environments today. Encrypted data is 
being harvested for future quantum decryption today. Human decisions are being 
manipulated through deepfakes and cognitive attacks today. Infrastructure depends on 
orbital services that are contested and vulnerable today. Security operations are growing 
unsustainably today. 

Legacy frameworks were not written for this world. They were written for a world of 
static networks, human-speed operations, and well-defined perimeters. That world is 
receding into history. The world that is replacing it is dynamic, autonomous, quantum-
vulnerable, cognitively contested, space-dependent, and exponentially complex. 

RCF Tier 5 was designed for this world. It provides the control architecture for 
governing autonomous AI agents that operate at machine speed. It provides the 
cryptographic agility architecture for surviving the quantum transition. It provides the 
decision integrity controls for defending human cognition against adversarial 
manipulation. It provides the orbital defense architecture for protecting invisible space 
dependencies. It provides the sustainability discipline for ensuring that security 
operations can scale without collapse. And it provides the meta-governance framework 
for ensuring that the architecture itself evolves as the frontier advances. 

Organizations that address these domains now will be prepared when each threat 
matures from emerging to critical. Organizations that dismiss them as futuristic will 
discover, as organizations always do, that the future does not wait for preparation. 

Securing the frontier is not speculative innovation. It is defensive necessity. 

The frontier belongs to those who architect for it. 
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Appendix A: Frontier Maturity Scoring Rubric 
Each of the five frontier domains is scored from Level 1 through Level 5 using the 
criteria defined in Chapter 24. The composite Frontier Maturity Score is the average of 
the five domain scores, rounded to one decimal place. 

Level 1.0 to 1.9: Frontier Unaware. The organization has not addressed frontier domains 
and faces significant exposure to emerging threats. 

Level 2.0 to 2.9: Frontier Aware. The organization has identified frontier risks but has 
not implemented meaningful controls. 

Level 3.0 to 3.9: Frontier Active. The organization has implemented foundational 
controls across frontier domains and is actively building capability. 

Level 4.0 to 4.5: Frontier Prepared. The organization has comprehensive frontier 
controls with continuous validation and is approaching proof-grade status. 

Level 4.6 to 5.0: Frontier Secured. The organization operates comprehensive, 
continuously validated, evidence-anchored frontier controls integrated into the unified 
security architecture. 
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Appendix B: Quantum Migration Technical 
Reference 

NIST Post-Quantum Standards 

NIST has standardized several post-quantum algorithms including ML-KEM (formerly 
CRYSTALS-Kyber) for key encapsulation and ML-DSA (formerly CRYSTALS-Dilithium) 
for digital signatures. These algorithms are based on lattice problems that are believed 
to be resistant to both classical and quantum attack. Organizations should plan their 
quantum migration around these NIST-standardized algorithms. 

Key Size Implications 
Post-quantum algorithms generally produce larger keys and signatures than current 
algorithms. ML-KEM public keys are approximately 800 to 1,568 bytes depending on 
parameter set, compared to 32 bytes for X25519. ML-DSA signatures are approximately 
2,420 to 4,627 bytes depending on parameter set, compared to 64 bytes for Ed25519. 
These size increases affect certificate chains, protocol message sizes, and storage 
requirements. 

Performance Implications 
Post-quantum algorithm performance varies by operation and parameter set. Key 
generation, encapsulation, and signing operations are generally comparable to or faster 
than current algorithms. Signature verification may be slower for some parameter sets. 
Organizations should benchmark post-quantum performance in their specific 
environments during the architecture preparation phase. 
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Appendix C: AI Agent Governance Checklist 
Every deployed AI agent must satisfy the following governance requirements. 

Identity: unique identifier assigned, purpose documented, model version recorded, 
organizational owner designated, creation timestamp recorded. 

Authority: permitted systems defined, permitted data categories specified, permitted 
actions enumerated, financial thresholds established, communication boundaries 
defined. 

Privilege: permissions follow least privilege, permissions are time-bound, permissions 
are context-sensitive, all permission exercises are logged. 

Runtime: all actions pass through tool gateway, prompt injection defenses active, 
decision logging operational, kill-switch tested and accessible. 

Monitoring: behavioral baseline established, drift detection active through AINA, 
explanation logging operational, anomaly alerting configured. 

Evidence: behavioral evidence generated continuously, evidence anchored to Rosecoin 
Vault, governance decisions documented and anchored. 
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Appendix D: Orbital Dependency Mapping 
Template 

Service Inventory 

For each service or system, document the service name, the orbital dependency type 
(GPS timing, satellite communication, orbital data feed), the satellite system or 
provider, the criticality classification (critical, important, supporting), and the business 
impact of dependency loss. 

Fallback Assessment 
For each identified dependency, document whether a terrestrial alternative exists, the 
switchover time from orbital to terrestrial, the capability degradation during terrestrial 
operation, the last test date of the fallback mechanism, and the responsible owner for 
fallback maintenance. 

Signal Integrity 

For each GPS or satellite signal dependency, document whether spoofing detection is 
implemented, whether jamming detection is implemented, whether multi-system cross-
validation is active, the monitoring dashboard location, and the escalation procedure for 
signal integrity alerts. 
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