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Foreword: The Architecture Problem 
I have watched the compliance industry repeat the same mistake for twenty years. 

Every time a new framework appears, organizations treat it as a new project. New 
controls are implemented. New documentation is written. New consultants are hired. 
New evidence is collected. New audit cycles begin. The security team works harder. The 
budget grows larger. And the underlying security posture remains largely unchanged. 

This is not a failure of effort. Security professionals work extraordinarily hard. The 
failure is architectural. Organizations build compliance programs one framework at a 
time, layering obligation upon obligation without ever questioning whether a single, 
coherent architecture could satisfy all of them simultaneously. 

I have spent thirty years in cybersecurity. I coined the term ethical hacking in 1995. I 
built one of the most widely recognized certifications in the world. I have trained, 
directly or indirectly, hundreds of thousands of cybersecurity professionals. And in all 
that time, the most persistent and wasteful pattern I have observed is the treatment of 
compliance as a series of parallel projects rather than a unified architectural discipline. 

The Rocheston Cybersecurity Framework was designed to end that pattern. Not by 
replacing individual frameworks, but by providing a structural superset that absorbs 
them. Not by competing with NIST, ISO, or SOC 2, but by building an architecture so 
comprehensive that compliance with any of them becomes a byproduct of operational 
excellence. 

This book is written for the architects, CISOs, and transformation leaders who are ready 
to stop migrating between frameworks and start building one architecture that satisfies 
them all. It is practical. It is operational. It is the blueprint for the security program you 
should have built from the beginning. 

Haja 

Founder and CTO, Rocheston 

 



The Unified Control Architecture 

Page 5 

Introduction: Stop Migrating, Start Unifying 
Most organizations approach compliance like software upgrades. They migrate from one 
framework to another. They add new controls when a regulation appears. They bolt 
additional requirements onto existing programs. Each new obligation is treated as a 
separate initiative with its own budget, its own timeline, its own documentation, and its 
own evidence collection process. 

The result is layered complexity. Security becomes a patchwork of interpretations, 
mappings, and duplicated controls. Each framework is treated as a separate obligation, 
even though the majority of their requirements overlap substantially. The organization 
maintains parallel control libraries, parallel evidence packages, parallel governance 
structures, and parallel audit relationships, all describing the same underlying security 
reality in different vocabularies. 

This approach was understandable when organizations operated under one or two 
frameworks. It is unsustainable when they operate under four, six, or ten. The cost 
multiplies. The complexity compounds. The security team spends more time managing 
compliance artifacts than managing actual security. And the organization's real security 
posture, the thing that determines whether it can survive a breach, receives less 
attention with every new framework added to the pile. 

The Unification Thesis 

This book introduces a fundamentally different approach. Instead of migrating between 
frameworks or layering them on top of each other, you deploy RCF as the Parent 
Framework, a structural superset architecture that inherently satisfies the intent of 
NIST, ISO, SOC 2, PCI DSS, HIPAA, and regional regulations simultaneously. 

You do not move between frameworks. You build one that absorbs them. 

This is not a theoretical proposition. It is an architectural methodology that has been 
designed, analyzed, and documented across the complete control catalog. Every RCF 
control has been mapped to its equivalent requirements across major global standards. 
The superset analysis has been performed. The evidence architecture has been designed. 
The implementation pathway has been defined. 
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What remains is execution. This book provides the blueprint. 

Who This Book Is For 

This book is written for three audiences. 

Security architects who design and build enterprise security programs. You will learn 
how to design a unified control architecture that eliminates duplication, reduces 
complexity, and produces higher-quality security outcomes than any framework-specific 
approach. 

CISOs and security leaders who manage compliance programs and report to executive 
leadership. You will learn how to restructure your security program around a single 
architecture that simplifies governance, reduces cost, and produces the board-level 
clarity that fragmented programs cannot provide. 

Transformation leaders who are responsible for modernizing security operations. You 
will learn how to move from a fragmented compliance model to a unified architecture 
without disrupting ongoing operations, and how to build the organizational support 
needed to make that transition permanent. 

This is not a book about compliance theory. It is a book about compliance architecture. 
The difference is the difference between understanding why unification matters and 
knowing how to build it. 
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Part I: The Case for Unification 
 
Before building the unified architecture, it is essential to understand precisely why the 
current model fails and why incremental improvements to that model are insufficient. 
The case for unification is not abstract. It is grounded in measurable costs, observable 
failures, and structural limitations that affect every organization operating under 
multiple compliance obligations. 

 



The Unified Control Architecture 

Page 8 

Chapter 1: The Myth of Framework Differences 
The compliance industry sustains itself on the premise that frameworks are 
fundamentally different. NIST speaks of Identify, Protect, Detect, Respond, and 
Recover. ISO speaks of Annex A controls and information security management 
systems. SOC 2 speaks of Trust Services Criteria. PCI DSS speaks of cardholder data 
protection requirements. HIPAA speaks of administrative, physical, and technical 
safeguards. 

The terminology differs. The organizational structure differs. The assessment 
methodology differs. And because these surface-level differences are visible and 
prominent, organizations conclude that each framework requires its own 
implementation, its own documentation, and its own evidence. 

This conclusion is wrong. 

The Overlap Reality 

Beneath the different vocabularies, major frameworks require the same fundamental 
security capabilities. All require governance and accountability, meaning that someone 
must be responsible for security, policies must exist, risk must be assessed, and 
oversight must be exercised. All require identity and access control, meaning that users 
must be identified, authenticated, authorized, and their access must be periodically 
reviewed. All require monitoring and logging, meaning that security events must be 
captured, stored, analyzed, and acted upon. All require incident response, meaning that 
the organization must be able to detect, classify, contain, eradicate, and recover from 
security incidents. All require resilience and recovery, meaning that critical systems 
must be recoverable and business continuity must be planned. All require evidence and 
auditability, meaning that the organization must be able to demonstrate that its controls 
are effective. 

Research consistently shows that seventy to eighty percent of controls across major 
frameworks are functionally equivalent. They protect against the same threats. They 
address the same risks. They require the same technical implementations. The only 



The Unified Control Architecture 

Page 9 

differences are the vocabulary used to describe them and the evidence format used to 
demonstrate them. 

Where Real Differences Exist 

The remaining twenty to thirty percent of variation falls into three categories. 

Scope-specific requirements are controls that address a particular data type or 
environment. PCI DSS has specific requirements for cardholder data environments that 
do not have direct equivalents in NIST or ISO. HIPAA has specific requirements for 
protected health information. These are not architectural differences. They are scope 
extensions that can be addressed through targeted controls within a unified 
architecture. 

Regulatory-specific procedures are requirements that reflect a particular jurisdiction's 
legal expectations. GDPR's data subject access rights, HIPAA's breach notification 
timeline, and various state privacy law requirements fall into this category. These are 
procedural overlays that can be configured within a unified governance structure. 

Assessment-specific evidence expectations are differences in how assessors expect 
evidence to be formatted, organized, and presented. A SOC 2 assessor expects evidence 
organized by Trust Services Criteria. An ISO auditor expects evidence organized by 
Annex A controls. These are presentation differences that can be handled through a 
mapping layer without any change to the underlying controls or evidence. 

None of these categories represent fundamental architectural differences. They 
represent variations in scope, procedure, and presentation that a properly designed 
unified architecture can accommodate as configuration rather than redesign. 

The Cost of the Myth 
The myth of framework differences costs organizations millions of dollars annually. It 
drives the creation of parallel compliance teams, each specializing in a single 
framework. It drives the procurement of overlapping tool sets, each configured for a 
specific standard. It drives the engagement of framework-specific consultants who 
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interpret requirements in isolation. It drives the assembly of redundant evidence 
packages that describe the same controls in different formats. 

Every dollar spent on framework-specific duplication is a dollar not spent on actual 
security improvement. Every hour a security engineer spends rebuilding documentation 
for a different framework is an hour not spent on threat detection, vulnerability 
management, or incident response capability. 

The myth persists because the compliance ecosystem profits from it. But it is a myth. 
And this book will show you how to build an architecture that renders it irrelevant. 
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Chapter 2: The Real Cost of Architectural 
Duplication 
Understanding the theoretical overlap between frameworks is necessary but not 
sufficient. Architects and CISOs need to understand the specific, measurable costs that 
architectural duplication imposes on their organizations. 

Personnel Costs 
Fragmented compliance models require specialized personnel for each framework. A 
mid-size enterprise operating under NIST, ISO, SOC 2, and PCI may employ or contract 
separate specialists for each standard. These specialists maintain separate control 
documentation, prepare separate evidence packages, coordinate separate audit 
relationships, and report on separate compliance statuses. The personnel cost of 
maintaining these parallel capabilities typically represents the largest single line item in 
the compliance budget. 

Under a unified architecture, the same personnel manage a single control library, a 
single evidence repository, and a single governance structure. Framework-specific 
knowledge is still valuable for mapping maintenance and assessor communication, but 
it no longer drives separate operational tracks. The personnel requirement drops 
substantially. 

Tool Proliferation 
Fragmented compliance often leads to tool proliferation. One team selects a governance, 
risk, and compliance platform optimized for NIST tracking. Another team uses a 
different tool for ISO management. The SOC 2 team may use a third platform for 
evidence collection. Each tool has licensing costs, integration requirements, training 
needs, and maintenance overhead. 

Unified architecture enables tool consolidation. One evidence repository serves all 
frameworks. One compliance dashboard reflects all standards. One validation engine 
monitors all controls. The tool portfolio shrinks from multiple overlapping platforms to 
a single integrated system. 
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Consultant Dependency 
Framework-specific consulting is one of the largest external costs in compliance 
operations. Organizations routinely engage separate advisory firms for NIST gap 
assessments, ISO certification readiness, SOC 2 preparation, and PCI compliance 
validation. Each engagement produces recommendations that may conflict with or 
duplicate recommendations from other engagements. 

Unified architecture reduces consultant dependency by eliminating the need for 
framework-specific advisory. The organization needs architectural guidance for the 
unified system, not separate guidance for each framework. Ongoing consulting shifts 
from framework interpretation to mapping maintenance, which is a simpler, less 
expensive engagement. 

Opportunity Cost 

The most significant cost of duplication is opportunity cost. Every resource consumed 
by redundant compliance activities is a resource unavailable for security improvement. 
The threat hunting program that was deferred. The detection engineering initiative that 
was underfunded. The incident response capability that was not tested. The 
vulnerability management program that fell behind. These opportunity costs are 
invisible in the compliance budget but they are felt acutely when a real adversary tests 
the organization's defenses. 

Unified architecture liberates resources for security investment. When compliance 
operations consume less time, less budget, and less personnel capacity, the surplus can 
be directed toward capabilities that actually reduce risk. 
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Chapter 3: Why Mapping Alone Is Not Enough 
The most common response to compliance overlap is mapping. Organizations create 
crosswalk documents that show how controls in one framework correspond to controls 
in another. This approach appears to address the duplication problem without requiring 
architectural change. 

It does not. 

The Crosswalk Illusion 
A crosswalk document is a reference table. It shows that NIST AC-2 corresponds to ISO 
A.9.2.1 and SOC 2 CC6.1. This is useful information. But it does not change the 
underlying architecture. 

The organization still maintains separate control implementations designed for different 
frameworks. The crosswalk merely documents the relationships between those separate 
implementations. When a control is updated, the update must be reflected across all 
framework-specific versions. When evidence is collected, it must still be formatted and 
organized for each framework independently. When an assessor asks questions, the 
answers must be framed in the assessor's specific vocabulary. 

Mapping without architectural unification is like creating a phrase book between 
languages. It helps you translate individual words, but it does not eliminate the need to 
speak each language separately. 

Retrospective Mapping Fails 
Most mapping exercises are retrospective. Controls are implemented for Framework A, 
then someone creates a crosswalk showing how those controls map to Frameworks B, C, 
and D. This retrospective mapping consistently reveals gaps where Framework A's 
implementation does not fully satisfy the requirements of other frameworks. 

These gaps require additional controls, additional evidence, and additional 
documentation. The mapping exercise that was supposed to reduce effort ends up 
creating new workstreams. And because the gaps are addressed as patches rather than 
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as part of a coherent architecture, they introduce complexity that makes future mapping 
even harder. 

The Alternative: Forward-Designed Unification 

The unified control architecture takes the opposite approach. Instead of implementing 
controls for one framework and mapping backward to others, it analyzes all framework 
requirements simultaneously and designs controls that satisfy all of them from the 
beginning. 

This forward-designed approach eliminates the gap problem entirely. There are no gaps 
to discover because the controls were designed from the outset to exceed every 
framework's requirements. Mapping is not a reconciliation exercise. It is a 
documentation exercise that confirms what was already architected. 

This is the fundamental difference between mapping and unification. Mapping accepts 
the existing fragmented architecture and tries to manage the complexity. Unification 
replaces the fragmented architecture with a single, coherent design that makes the 
complexity unnecessary. 
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Part II: The Parent Framework Model 
 
The Parent Framework Model is the conceptual and operational foundation of the 
Unified Control Architecture. It establishes RCF not as an additional framework layered 
on top of existing obligations but as the structural parent from which all framework-
specific compliance is derived. 
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Chapter 4: RCF as the Parent Framework 
The term Parent Framework describes a specific architectural relationship. RCF is the 
framework of record. All controls are implemented according to RCF specifications. All 
evidence is generated from RCF-defined control validations. All governance operates 
through RCF-defined structures. 

External frameworks, NIST, ISO, SOC 2, PCI, HIPAA, and regional regulations, are 
treated as child views of the parent architecture. They do not drive control 
implementation. They do not define evidence requirements. They do not structure 
governance. They are mapping targets that consume the outputs of the parent 
architecture. 

The Structural Relationship 
In a traditional compliance model, each framework is a peer. NIST is implemented 
alongside ISO, which is implemented alongside SOC 2. Each has its own authority over 
control design, evidence format, and governance structure. Conflicts between 
frameworks create confusion. Updates to one framework may invalidate the mapping to 
another. The organization serves multiple masters. 

In the Parent Framework Model, RCF is the single authority. Controls are designed to 
RCF specifications, which exceed the requirements of all child frameworks. Evidence is 
generated according to RCF validation logic, which produces artifacts that satisfy all 
child framework evidence expectations. Governance is structured according to RCF 
domains, which encompass all child framework governance requirements. 

Child frameworks receive what they need from the parent. They do not dictate what the 
parent produces. This architectural inversion eliminates the conflicts, confusion, and 
duplication that characterize peer-framework models. 

What Parent Framework Status Requires 
Positioning RCF as the Parent Framework is not a declaration. It is an architectural 
commitment that requires the following conditions to be met. 
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First, the RCF control library must demonstrably exceed the requirements of all child 
frameworks across all control domains. If any child framework requires a control that 
RCF does not address, the parent claim is invalid. Rocheston has performed the 
superset analysis to ensure this condition is met across all major global standards. 

Second, the evidence generated from RCF control validation must be sufficient to satisfy 
the assessment requirements of all child frameworks. If a child framework assessment 
requires evidence that the RCF evidence pipeline does not produce, the parent claim is 
incomplete. 

Third, the RCF governance structure must encompass the governance requirements of 
all child frameworks. If a child framework requires a governance mechanism that RCF 
does not define, the parent claim is inadequate. 

Rocheston has designed RCF to satisfy all three conditions. This book describes how to 
implement that design in practice. 
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Chapter 5: Designing at the Superset Level 
Superset design is the engineering discipline that makes the Parent Framework Model 
possible. It requires analyzing the complete requirements of every target framework, 
identifying the most demanding version of each requirement, and synthesizing a unified 
control specification that exceeds all of them. 

The Superset Analysis Method 
The superset analysis follows a systematic process. For each control domain, the 
architect collects the specific requirements from every applicable framework. These 
requirements are decomposed into their constituent elements. Elements are compared 
across frameworks to identify the most demanding version of each. The most 
demanding elements are combined into a single specification that becomes the RCF 
control standard for that domain. 

Consider monitoring as an example. NIST requires continuous monitoring of 
information system security. ISO requires monitoring and review of information 
security management. SOC 2 requires that the entity detects and monitors security 
anomalies. PCI requires logging and monitoring of all access to network resources and 
cardholder data. HIPAA requires information system activity review. 

The superset synthesis combines these into a unified monitoring standard that includes 
centralized log collection from all critical systems with tamper-evident storage, real-time 
event correlation and automated alerting, detection rules mapped to adversary 
techniques, user behavior analytics, file integrity monitoring, log retention meeting the 
most demanding regulatory period across all applicable standards, and continuous 
monitoring of monitoring system health. 

An organization implementing this superset standard automatically satisfies the 
monitoring requirements of every individual framework without any additional 
implementation effort. The remaining work is purely documentary: confirming the 
mapping between the implementation and each framework's specific control references. 

The Superset Discipline 
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Superset design requires a specific engineering discipline. Architects must resist the 
temptation to implement the minimum viable control for each framework 
independently. This minimum-viable approach appears efficient in the short term but 
creates architectural debt that compounds with every new framework added. 

Instead, architects must ask a different question for every control: What is the most 
demanding version of this requirement across all current and anticipated frameworks? 
The answer to that question becomes the implementation target. It may exceed what 
any single framework requires. That excess is not waste. It is the architectural margin 
that prevents future rebuild cycles. 

The additional effort to implement at the superset level rather than the minimum level 
is typically modest. The long-term savings in avoided duplication, avoided rebuilds, and 
avoided consultant engagements are substantial. 
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Chapter 6: The Unified Control Library 
The Unified Control Library is the operational artifact that captures the results of the 
superset analysis. It is the master catalog of all controls in the RCF architecture, each 
defined at the superset level and mapped to equivalent requirements across all target 
frameworks. 

Library Structure 
Each control in the library contains a unique RCF control identifier, the control 
specification defining what the control does and how it must operate, the validation 
criteria defining how AINA verifies the control's effectiveness, the evidence specification 
defining what evidence artifact proves the control is working, and the cross-framework 
mapping showing the equivalent requirements in NIST, ISO, SOC 2, PCI, HIPAA, and 
other applicable standards. 

The library is organized by RCF domain, with eighteen domains covering the complete 
scope of cybersecurity operations. Within each domain, controls are organized 
hierarchically from broad governance requirements to specific technical 
implementations. 

Library Maintenance 

The Unified Control Library is a living document that must be maintained as 
frameworks evolve. When NIST publishes a revision, the library mappings are updated 
to reflect new or modified requirements. When ISO releases a new version, the 
corresponding mappings are updated. When new frameworks or regulations emerge, 
they are analyzed against the existing library to determine whether new controls are 
needed or whether existing controls already satisfy the new requirements. 

In practice, new framework requirements almost always fall within the boundaries of 
the existing superset. Because the library was designed to exceed any individual 
framework, new frameworks rarely introduce requirements that are not already 
addressed. Maintenance typically involves adding mapping references rather than 
adding new controls. 
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This maintenance efficiency is one of the most powerful benefits of superset design. The 
library becomes more valuable over time as more frameworks are mapped to it, while 
the maintenance effort grows only marginally. 
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Chapter 7: Mapping Without Duplication 
Mapping in the Unified Control Architecture serves a fundamentally different purpose 
than mapping in a fragmented compliance model. In a fragmented model, mapping 
connects separate implementations. In the unified model, mapping connects a single 
implementation to multiple compliance vocabularies. 

The Mapping Layer Architecture 
The mapping layer is a structured registry that connects each RCF control identifier to 
its equivalent requirements in every applicable framework. The registry is maintained as 
a versioned, traceable artifact that updates as frameworks evolve. 

The architecture of the mapping layer follows a one-to-many pattern. One RCF control 
maps to multiple framework requirements. The RCF control is the authoritative 
definition. The framework requirements are reference targets. When an assessor asks 
about a specific framework requirement, the mapping layer identifies the corresponding 
RCF control and directs the assessor to the relevant evidence. 

Mapping Integrity 
The mapping must be accurate, complete, and current. Accuracy means that each 
mapped relationship correctly represents a genuine equivalence between the RCF 
control and the framework requirement. Completeness means that every requirement in 
every child framework has a corresponding RCF control mapping. Currency means that 
the mapping reflects the most recent version of each framework. 

AINA assists with mapping maintenance by analyzing framework updates and 
identifying changes that affect existing mappings. When a framework publishes a 
revision, AINA compares the new requirements against the existing mapping registry 
and flags any relationships that need review. This automation reduces the manual effort 
required to keep mappings current. 

The End of Separate Control Narratives 
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In fragmented compliance models, organizations write separate control narratives for 
each framework. The NIST narrative describes access control in NIST vocabulary. The 
ISO narrative describes the same access control in ISO vocabulary. The SOC 2 narrative 
describes it again in SOC 2 vocabulary. Each narrative is maintained separately, updated 
separately, and presented separately. 

In the unified model, there is one control narrative per RCF control. That narrative is 
the authoritative description of what the control does, how it operates, and why it is 
effective. When an assessor for a specific framework requests a control description, the 
RCF narrative is presented with the framework-specific mapping context. The content is 
the same. The presentation adjusts for the audience. 

This eliminates the enormous labor cost of maintaining parallel narratives that describe 
the same reality in different words. 
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Part III: Evidence and Validation Architecture 
 
The technical core of the Unified Control Architecture is its evidence and validation 
system. Controls without evidence are claims. Evidence without validation is 
documentation. Only continuously validated, automatically generated, and centrally 
managed evidence transforms compliance from assertion to proof. 

 



The Unified Control Architecture 

Page 25 

Chapter 8: Evidence Once, Reporting Many 
The central operational principle of the Unified Control Architecture is evidence 
reusability. A single evidence artifact, generated from a single control validation, serves 
multiple compliance frameworks simultaneously. 

The Single-Source Evidence Model 

In a fragmented compliance model, each audit requires separate evidence compilation. 
The SOC 2 team collects access reports formatted for Trust Services Criteria. The ISO 
team collects similar reports formatted for Annex A controls. The PCI team collects 
another version formatted for PCI requirements. Three teams collect three versions of 
essentially the same data. 

In the unified model, one evidence artifact is generated from one control validation. 
That artifact is tagged with its RCF control identifier and stored in the centralized 
evidence repository. When evidence is needed for any framework assessment, the 
repository retrieves the artifact and presents it with the appropriate framework-specific 
context. 

For example, an identity governance report generated from the RCF identity and access 
management controls may simultaneously satisfy NIST AC family controls, ISO access 
management clauses in Annex A, SOC 2 logical access criteria under CC6, PCI access 
restriction requirements under Requirement 7, and HIPAA access control standards 
under the Security Rule. One artifact. Five obligations. Zero duplication. 

Evidence Quality Through Centralization 

Centralized evidence generation produces higher quality evidence than fragmented 
collection. When evidence is generated once from automated validation, it is consistent 
across all framework contexts. There are no discrepancies between the SOC 2 version 
and the ISO version because there is only one version. The artifact is comprehensive 
because automated collection captures complete data rather than manual samples. The 
artifact is current because it is generated from live control validation rather than 
assembled retroactively. 
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Assessors notice the difference. Organizations presenting well-organized, current, 
comprehensive evidence from a centralized repository experience smoother audits, 
fewer findings, and faster assessment completion than organizations presenting 
evidence assembled hastily from multiple sources. 
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Chapter 9: Continuous Validation with AINA and 
Noodles 
Evidence reusability depends on evidence quality, and evidence quality depends on 
continuous validation. Static evidence collected at a point in time degrades in value 
immediately. Continuous evidence generated from ongoing validation maintains its 
value at all times. 

AINA's Validation Engine 
AINA validates every control in the RCF library at defined intervals. Each validation 
verifies that the control is operating as specified by comparing actual system state 
against the expected baseline. Validation results are classified into four states: verified, 
indicating the control is operating correctly; unverified, indicating that validation could 
not be completed; drifted, indicating that the control's actual state differs from its 
expected state; and failed, indicating that the control is not functioning. 

Each validation produces an evidence artifact that documents the validation 
methodology, the data collected, the comparison performed, and the result. This artifact 
is the primary compliance evidence for the control. It is machine-generated, 
timestamped, and comprehensive. 

Noodles as the Control State Platform 

Noodles maintains the real-time record of every control's state. It is the single source of 
truth for compliance posture. The control registry within Noodles contains the current 
state of every control, the complete state history, the most recent validation results, all 
associated evidence artifacts, and the cross-framework mappings that connect each 
control to its compliance obligations. 

When any control's state changes, whether from verified to drifted, from drifted to 
verified after remediation, or any other transition, the change is immediately reflected in 
the Noodles registry and visible on governance dashboards. There is no delay between 
operational reality and compliance posture reporting. 
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The Validation-Evidence Connection 
The connection between validation and evidence is architectural, not procedural. AINA 
does not validate controls and then separately generate evidence. The validation itself is 
the evidence generation mechanism. The validation result, including all supporting data, 
becomes the evidence artifact. This ensures that evidence always reflects actual control 
state because the evidence is literally produced by the process of verifying control state. 

This architectural connection eliminates the gap between what is reported and what is 
real. In traditional models, evidence describes what was true at some point in the past. 
In the unified model, evidence describes what is true continuously. 
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Chapter 10: The Centralized Evidence Repository 
The centralized evidence repository is the physical infrastructure that stores, organizes, 
protects, and serves all compliance evidence for the unified architecture. 

Repository Architecture 

The repository is organized around RCF control identifiers rather than framework-
specific categories. Each evidence artifact is stored with its RCF control reference, its 
generation timestamp, its integrity hash, its Rosecoin Vault anchor reference, and its 
cross-framework mapping metadata. 

This organization enables efficient retrieval for any framework assessment. When a SOC 
2 assessor requests evidence for CC6.1, the repository identifies the corresponding RCF 
controls, retrieves the most recent validated evidence artifacts for those controls, and 
presents them with SOC 2-specific context. The same artifacts can be retrieved moments 
later for an ISO assessor requesting evidence for A.9.2 with ISO-specific context. 

Integrity Protection 
All evidence in the repository is cryptographically protected through the Rosecoin Vault 
anchoring workflow. Every artifact is hashed at the time of generation and the hash is 
anchored to an immutable ledger. This protection ensures that evidence cannot be 
modified after generation without detection. An assessor can independently verify that 
the evidence they are reviewing is the same artifact that was originally generated. 

Retention and Lifecycle 

The repository implements retention policies that satisfy the most demanding 
regulatory requirement across all applicable standards. If one framework requires three 
years of evidence retention and another requires seven years, the repository retains 
evidence for seven years. This superset approach to retention ensures that evidence is 
always available when needed, regardless of which framework assessment requires it. 
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Part IV: Implementation 
 
Moving from a fragmented compliance model to a unified architecture requires 
deliberate planning, phased execution, and organizational commitment. This section 
provides the implementation methodology. 
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Chapter 11: Deploying RCF as the Baseline 
Implementation begins with a critical decision: RCF becomes the primary security 
architecture. External frameworks become mapping targets. This decision must be made 
explicitly and supported by executive leadership because it changes the organizational 
relationship to compliance. 

Step One: Establish RCF Domain Ownership 
Each of the eighteen RCF domains must have a designated owner responsible for the 
controls within that domain. Domain ownership is not the same as framework-specific 
responsibility. A domain owner is responsible for the security capability, not for a 
particular standard's requirements. The domain owner ensures that controls are 
implemented, validated, and maintained according to RCF specifications. 

This ownership model replaces the framework-specific team structure that characterizes 
fragmented compliance. Instead of a NIST team, an ISO team, and a SOC 2 team, the 
organization has domain owners who are responsible for security capabilities that 
satisfy all frameworks simultaneously. 

Step Two: Implement the RCF Control Baseline 
The RCF control baseline is implemented without reference to external frameworks. 
This is a critical discipline. The temptation to implement controls by copying NIST or 
ISO specifications must be resisted. The control specifications come from the RCF 
Unified Control Library, which has already performed the superset synthesis. 

Implementing without framework reference ensures that the architecture is designed for 
its own coherence rather than as a derivative of any single standard. The resulting 
architecture is cleaner, more consistent, and more maintainable than one built by 
merging framework-specific implementations. 

Step Three: Configure Continuous Validation 

Once controls are implemented, continuous validation is activated through AINA and 
Noodles. AINA's validation logic is configured for each control based on the validation 



The Unified Control Architecture 

Page 32 

criteria defined in the Unified Control Library. Noodles is configured to receive 
validation results, maintain the control registry, and present compliance posture 
through governance dashboards. 

Validation should be activated domain by domain, beginning with the highest-risk 
domains. This phased activation allows the team to verify that validation logic is 
functioning correctly and that evidence pipelines are producing expected artifacts before 
expanding to the full control catalog. 

Step Four: Build the Cross-Framework Mapping Matrix 
After the RCF baseline is operational and validation is producing evidence, the cross-
framework mapping matrix is constructed. Each RCF control is mapped to its equivalent 
requirements in every target framework. The mapping is documented in the version-
controlled registry maintained by Noodles. 

This step is deliberately positioned after implementation rather than before it. Mapping 
is a documentation exercise that confirms the architectural relationship between RCF 
controls and framework requirements. It should not influence the architecture itself. 

Step Five: Validate Mapping Accuracy 

The final implementation step validates the mapping by testing it against real audit 
requirements. Sample audit questions from each target framework are used to verify 
that the mapping correctly identifies the relevant RCF controls and evidence for each 
question. This validation exercise identifies any mapping gaps or inaccuracies before the 
first real assessment. 
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Chapter 12: Eliminating Parallel Audits 
Parallel audits are the most visible symptom of architectural fragmentation. Different 
teams manage different frameworks. Evidence is collected separately. Control narratives 
are written independently. Audit schedules overlap, creating months of continuous 
audit preparation that consumes security team capacity. 

The Unified Audit Response 
Under the Unified Control Architecture, audit response becomes a single workflow 
regardless of which framework is being assessed. The workflow follows a consistent 
pattern: the assessor identifies the requirements being evaluated, the mapping layer 
identifies the corresponding RCF controls, the evidence repository retrieves the relevant 
validated artifacts, and the artifacts are presented with the framework-specific context 
the assessor expects. 

This workflow is the same whether the assessor is conducting a SOC 2 Type II 
assessment, an ISO 27001 surveillance audit, a PCI DSS validation, or any other 
framework evaluation. The underlying evidence comes from the same repository. The 
controls being assessed are the same controls. The governance structure being evaluated 
is the same structure. Only the framework-specific vocabulary and mapping context 
differ. 

Audit Schedule Optimization 
Parallel audits create scheduling nightmares. Multiple assessment windows throughout 
the year, each requiring weeks of preparation, evidence collection, and team availability. 
The cumulative disruption to security operations is significant. 

Unified architecture enables audit schedule optimization. Because evidence is 
continuously generated and centrally stored, there is no preparation crunch before any 
assessment. The evidence already exists. The assessor accesses the repository, verifies 
the mappings, and confirms the control state. Assessment windows become shorter and 
less disruptive. Multiple assessments can even be coordinated during overlapping 
periods because they all draw from the same evidence base. 
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Chapter 13: Handling Regional Regulatory 
Variation 
Global organizations face an additional layer of complexity: regional regulations that 
introduce requirements not found in major international frameworks. Data residency 
requirements, specific breach notification timelines, sector-specific mandates, and 
emerging digital sovereignty laws create compliance obligations that vary by 
jurisdiction. 

Configuration Overlays 
The Unified Control Architecture handles regional variation through configuration 
overlays rather than separate implementations. An overlay is an extension to the 
baseline architecture that addresses jurisdiction-specific requirements without changing 
the core control structure. 

Data sovereignty controls extend the privacy and data protection domain. When a 
jurisdiction requires that certain data categories be stored within its borders, the overlay 
configures data residency controls for that jurisdiction's requirements within the 
existing data protection architecture. The core architecture is unchanged. The overlay 
adds a jurisdictional parameter. 

Breach notification timeline controls extend the incident response domain. When a 
jurisdiction requires notification within a specific timeframe, the overlay configures the 
notification workflow to meet that timeline. The core incident response architecture is 
unchanged. The overlay adjusts a timing parameter. 

Critical infrastructure mandates extend the resilience controls. When a jurisdiction 
imposes specific requirements on critical infrastructure operators, the overlay 
configures additional resilience measures within the existing resilience architecture. 

Overlay Management 
Overlays are managed as configuration artifacts within Noodles. Each overlay is tagged 
with the jurisdiction it addresses, the specific regulation it satisfies, and the RCF 
controls it extends. When a new regional regulation appears, a new overlay is created 
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and applied to the relevant controls. Existing controls are not modified. The overlay 
adds jurisdiction-specific parameters to the existing superset architecture. 

This approach scales efficiently as the number of jurisdictions increases. Each new 
jurisdiction adds an overlay, not a new framework implementation. The architectural 
complexity grows linearly with the number of overlays rather than exponentially with 
the number of separate framework implementations. 
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Chapter 14: Governance Redesign 
Unifying the control architecture requires corresponding changes to the governance 
structure. Organizations cannot operate a unified architecture through a fragmented 
governance model. 

Single Governance Authority 

Under the unified model, there is one governance authority for cybersecurity. This 
authority, typically the CISO or equivalent, has oversight of the entire Unified Control 
Architecture. There are no separate governance tracks for different frameworks. Policy 
management, risk management, compliance reporting, and audit coordination all 
operate through a single governance structure. 

This consolidation may require organizational change. Teams that were previously 
organized around specific frameworks are reorganized around security domains. The 
NIST team, the ISO team, and the SOC 2 team become the identity domain team, the 
network domain team, the incident response domain team, and so on. Individuals may 
retain framework-specific expertise, but their organizational identity is tied to a security 
capability rather than a compliance standard. 

Unified Risk Management 

Risk management under the unified model is consolidated. Instead of maintaining 
separate risk assessments for each framework, which is common in fragmented models, 
the organization maintains a single risk assessment that covers the complete threat 
landscape. Risks are evaluated against the unified control architecture. Risk treatment 
decisions are made in the context of the superset control baseline. 

This consolidation produces better risk management outcomes. When risk is assessed 
holistically rather than framework by framework, the organization develops a more 
accurate picture of its actual threat exposure and a more effective strategy for managing 
it. 

Unified Reporting 
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Board and executive reporting under the unified model is consolidated into a single 
compliance posture report. Instead of presenting separate compliance statuses for each 
framework, the CISO presents the overall health of the unified control architecture, with 
the ability to drill down into specific framework statuses as needed. 

Board members receive one dashboard, not five. One set of metrics, not five. One risk 
posture, not five. And that single view encompasses all the compliance obligations the 
organization must satisfy. 

 



The Unified Control Architecture 

Page 39 

Part V: Strategic Outcomes 
 
The Unified Control Architecture is not merely an operational improvement. It produces 
strategic outcomes that fundamentally change the organization's competitive position, 
governance quality, and capacity for growth. 
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Chapter 15: Financial and Organizational Impact 

Direct Cost Reduction 

Unification produces measurable cost reduction across multiple categories. Redundant 
tool procurement is eliminated through platform consolidation. Consultant reliance is 
reduced because the organization no longer needs framework-specific advisory for each 
standard. Documentation rebuild cycles are eliminated because the unified library 
maintains a single set of control descriptions. Audit preparation time is reduced 
dramatically because evidence is continuously available from the centralized repository. 
Organizational friction is reduced because teams are aligned around security capabilities 
rather than competing framework obligations. 

Strategic Value Creation 

Beyond cost reduction, unification creates strategic value. Regulatory confidence 
increases because the organization can demonstrate comprehensive compliance posture 
at any time. Board visibility improves because governance reporting is consolidated and 
current. Operational stability increases because security teams focus on defense rather 
than documentation. Market positioning strengthens because the organization can 
respond to customer compliance inquiries quickly and comprehensively. 

Unification is not simply cost reduction. It is structural maturity. An organization 
operating under a unified architecture is fundamentally more capable, more resilient, 
and more competitive than one operating under fragmented compliance. 
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Chapter 16: Board-Level Clarity Through 
Unification 
Board members and senior executives consistently report that cybersecurity is one of the 
most difficult areas to oversee effectively. Fragmented compliance reporting is a primary 
driver of this difficulty. 

The Fragmentation Reporting Problem 
Under fragmented models, the CISO reports compliance status for each framework 
separately. The organization passed SOC 2 but has findings on ISO. PCI compliance is 
current but the NIST assessment revealed gaps. A new regulation requires investment. 
The board receives a patchwork of framework-specific statuses that are difficult to 
synthesize into a coherent understanding of organizational risk. 

Unified Reporting Clarity 

Under the unified model, the CISO reports on the health of one architecture. Controls 
are operating effectively or they are not. Evidence is current or it is not. Risk is within 
tolerance or it requires attention. The board sees a single, coherent picture of the 
organization's security posture that encompasses all compliance obligations. 

This clarity enables better governance decisions. Board members can identify trends, 
evaluate investment effectiveness, and provide meaningful oversight. They can ask 
specific questions and receive data-backed answers rather than narrative summaries 
that may lag reality by weeks or months. 
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Chapter 17: Avoiding Common Unification 
Failures 
Unification is a structural transformation that can fail if approached incorrectly. 
Understanding common failure modes helps organizations avoid them. 

Treating RCF as Another Overlay 

The most common failure is treating RCF as another framework layered on top of 
existing implementations rather than as the parent that replaces them. When RCF is 
added to the existing patchwork instead of replacing it, the organization has not unified. 
It has added complexity. RCF must be the primary architecture, not an additional 
obligation. 

Maintaining Legacy Framework Teams 
Organizational change is difficult, and some organizations attempt unification while 
maintaining their existing framework-specific team structures. This creates a 
governance conflict where the unified architecture is technically in place but 
operationally fragmented through parallel management. Domain-based team 
reorganization is essential for true unification. 

Failing to Automate Evidence Generation 

Unification without automation produces a unified architecture that still depends on 
manual evidence collection. This defeats much of the operational benefit. Continuous 
validation through AINA and automated evidence pipelines are not optional 
components of unification. They are essential enabling technologies without which the 
evidence-once-reporting-many principle cannot function. 

Underestimating Governance Redesign 
Technical unification without governance unification produces an architecture that is 
coherent at the control level but fragmented at the management level. Policy 
management, risk assessment, compliance reporting, and audit coordination must all be 
consolidated to match the unified control architecture. Organizations that unify their 
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controls but maintain fragmented governance capture only a fraction of the available 
benefits. 
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Chapter 18: Future-Proofing Through 
Architecture 
The regulatory environment will continue to expand. New frameworks will emerge. New 
regulations will be enacted. New compliance obligations will appear. The question for 
every organization is whether each new obligation will trigger a new project or be 
absorbed by existing architecture. 

The Expansion Trajectory 
AI governance standards are emerging globally. The EU AI Act, NIST AI Risk 
Management Framework, and national AI regulations across Asia and the Americas will 
create new compliance obligations for organizations that develop, deploy, or use 
artificial intelligence systems. Quantum-safe cryptography requirements will arrive as 
quantum computing matures. Post-quantum standards are already published by NIST, 
and regulatory mandates requiring their adoption are approaching. Data sovereignty 
mandates are proliferating as governments assert control over data within their borders. 
Supply chain security regulations are expanding as governments respond to high-profile 
supply chain attacks. 

The Fragmented Response Versus the Unified Response 

Organizations operating under fragmented compliance models will experience each of 
these expansions as a separate project. New teams, new consultants, new tools, new 
evidence collection processes, new audit relationships. The cost and complexity grow 
with each addition. 

Organizations operating under the Unified Control Architecture will absorb these 
expansions through mapping updates and, where necessary, overlay additions. AI 
governance requirements will map to existing AI security controls in the RCF domain 
structure. Quantum cryptography requirements will trigger updates to the cryptographic 
control specifications. Data sovereignty mandates will add jurisdictional overlays. 
Supply chain requirements will map to existing third-party risk management controls. 



The Unified Control Architecture 

Page 45 

The unified architecture does not need to predict exactly what new regulations will 
require. It needs only to maintain controls at the superset level and mapping 
infrastructure that can accommodate new targets. This structural preparedness is the 
essence of future-proofing. 

Architecture outlives regulation. That is the strategic principle. And the Unified Control 
Architecture is designed to embody it. 
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Closing Statement 
Migration assumes replacement. You move from one framework to another, carrying 
forward what fits and rebuilding what does not. Each migration is disruptive, expensive, 
and temporary. The next framework will require another migration. 

Unification assumes evolution. You build one architecture designed to encompass all 
current and foreseeable compliance obligations. New frameworks are absorbed. New 
regulations are mapped. New jurisdictions add overlays. The architecture evolves 
continuously without ever requiring replacement. 

By deploying RCF as the Parent Framework, organizations escape the endless rebuild 
cycle that has characterized compliance operations for decades. Security becomes one 
architecture rather than a collection of parallel implementations. Evidence becomes one 
pipeline rather than a collection of redundant collection processes. Governance becomes 
one model rather than a set of competing management structures. 

And from that single architecture, the organization derives compliance with every 
framework, every regulation, and every jurisdictional requirement it faces. One input, 
many outputs. One investment, many returns. 

Implement once. Map continuously. Comply everywhere. 

That is the power of the Unified Control Architecture. And it is available now. 
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Appendix A: RCF-to-Framework Mapping Matrix 
This appendix provides a representative sample of the cross-framework mapping 
matrix, illustrating how RCF controls map to equivalent requirements across NIST, ISO, 
SOC 2, PCI DSS, and HIPAA. 

Identity and Access Management 

RCF-IAM-001 (User Identification and Authentication) maps to NIST IA-2 
(Identification and Authentication), ISO A.9.2.1 (User Registration and De-registration), 
SOC 2 CC6.1 (Logical and Physical Access Controls), PCI Requirement 8.2 (User 
Identification and Authentication), and HIPAA 164.312(d) (Person or Entity 
Authentication). 

RCF-IAM-002 (Privileged Access Management) maps to NIST AC-6 (Least Privilege), 
ISO A.9.2.3 (Management of Privileged Access Rights), SOC 2 CC6.3 (Role-Based 
Access), PCI Requirement 7.1 (Restrict Access to System Components), and HIPAA 
164.312(a)(1) (Access Control). 

RCF-IAM-003 (Access Certification) maps to NIST AC-2 (Account Management), ISO 
A.9.2.5 (Review of User Access Rights), SOC 2 CC6.2 (User Credential Management), 
PCI Requirement 7.2 (Access Control Systems), and HIPAA 164.312(a)(2)(i) (Unique 
User Identification). 

Monitoring and Detection 
RCF-MON-001 (Centralized Log Collection) maps to NIST AU-6 (Audit Record Review), 
ISO A.12.4.1 (Event Logging), SOC 2 CC7.2 (Monitoring of System Components), PCI 
Requirement 10.2 (Audit Trail Implementation), and HIPAA 164.312(b) (Audit 
Controls). 

RCF-MON-002 (Real-Time Alerting) maps to NIST SI-4 (System Monitoring), ISO 
A.12.4.1 (Event Logging), SOC 2 CC7.3 (Detection of Anomalies), PCI Requirement 10.6 
(Review of Audit Logs), and HIPAA 164.308(a)(5)(ii)(C) (Log-in Monitoring). 

Incident Response 
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RCF-IR-001 (Incident Response Plan) maps to NIST IR-1 (Incident Response Policy), 
ISO A.16.1.1 (Responsibilities and Procedures), SOC 2 CC7.4 (Response to Identified 
Anomalies), PCI Requirement 12.10 (Incident Response Plan), and HIPAA 
164.308(a)(6) (Security Incident Procedures). 

RCF-IR-002 (Incident Classification) maps to NIST IR-4 (Incident Handling), ISO 
A.16.1.4 (Assessment of Events), SOC 2 CC7.4, PCI Requirement 12.10.1, and HIPAA 
164.308(a)(6)(ii). 
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Appendix B: Implementation Roadmap Timeline 
The following timeline provides a representative schedule for deploying the Unified 
Control Architecture in a medium-to-large enterprise with existing compliance 
programs. 

Phase 1: Assessment and Planning (Months 1 through 3) 

Inventory all current compliance obligations and framework-specific programs. 
Document current control implementations, evidence processes, and governance 
structures. Quantify the cost of current fragmented operations. Secure executive 
sponsorship for unification. Define the target framework set including NIST, ISO, SOC 
2, PCI, HIPAA, and applicable regional regulations. 

Phase 2: Architecture Design (Months 3 through 6) 
Perform superset analysis across all target frameworks. Build or adopt the RCF Unified 
Control Library. Design the domain ownership structure. Design the evidence pipeline 
architecture. Design the governance consolidation plan. 

Phase 3: Priority Domain Implementation (Months 6 through 12) 
Implement the RCF control baseline for high-priority domains including identity and 
access management, monitoring and detection, incident response, and data protection. 
Activate AINA continuous validation for implemented domains. Configure Noodles 
control registry for implemented controls. Build initial cross-framework mapping for 
implemented domains. 

Phase 4: Full Architecture Deployment (Months 12 through 18) 
Extend implementation to all remaining RCF domains. Complete AINA validation 
coverage across all controls. Complete the cross-framework mapping matrix. Activate 
the centralized evidence repository. Deploy governance dashboards for executive and 
board reporting. 

Phase 5: Optimization and Maturity (Months 18 through 24) 
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Validate mapping accuracy through sample audit exercises. Decommission legacy 
framework-specific tools and processes. Complete governance reorganization around 
domain ownership. Measure and report financial and operational benefits. Begin 
absorbing new regulatory requirements through mapping updates. 
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Appendix C: Before and After Unification 
This appendix illustrates the operational differences between a fragmented compliance 
model and the Unified Control Architecture. 

Before: Fragmented Model 

The organization maintains four separate compliance programs for NIST, ISO, SOC 2, 
and PCI. Each program has a dedicated team or lead. Four separate control libraries are 
maintained, each describing the same controls in different vocabularies. Evidence is 
collected separately for each audit, with teams spending six to eight weeks per 
assessment in preparation. Four separate governance tracks report to the CISO, who 
must synthesize the information for board reporting. Annual compliance costs include 
multiple consultant engagements, overlapping tool licenses, and dedicated compliance 
personnel for each framework. New regulations trigger new six-to-twelve month 
implementation projects. 

After: Unified Architecture 
The organization maintains one Unified Control Architecture based on RCF. Domain 
owners manage security capabilities that satisfy all frameworks simultaneously. One 
control library describes each control once at the superset level with mappings to all 
target frameworks. Evidence is generated continuously from automated validation and 
stored in a centralized repository. One governance structure reports to the CISO with a 
single unified compliance posture. Audit preparation is minimal because evidence is 
always current and available. Annual compliance costs are reduced by twenty to forty 
percent through tool consolidation, reduced consulting, and eliminated duplication. 
New regulations are absorbed through mapping updates, typically completed in weeks 
rather than months. 
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Appendix D: Superset Methodology for Regulators 
This appendix is intended for regulators, assessors, and governance professionals who 
want to understand how the superset methodology ensures that compliance obligations 
are met. 

The Superset Guarantee 

The superset methodology guarantees that every requirement in every child framework 
is satisfied by the parent architecture. This guarantee is maintained through three 
mechanisms. 

First, the superset analysis process systematically identifies the most demanding version 
of each requirement across all frameworks. No framework's requirement is 
implemented at a level below its specified minimum. Every implementation exceeds or 
equals every framework's expectation. 

Second, the cross-framework mapping matrix documents the specific relationship 
between each parent control and each child requirement. This mapping is version-
controlled, maintained as frameworks evolve, and available for assessor review. 

Third, continuous validation ensures that controls are actually operating at the superset 
level, not just documented at that level. Evidence of continuous effectiveness is available 
for any assessment at any time. 

Assessor Access 
Assessors retain full authority to evaluate compliance with their specific framework. The 
superset methodology does not reduce assessor independence or limit assessment 
scope. What it changes is the efficiency of the assessment process. Instead of reviewing 
framework-specific evidence assembled for their visit, assessors review continuously 
validated, centrally stored evidence that has been mapped to their framework's 
requirements. The evidence is higher quality, more current, and more comprehensive 
than evidence assembled under traditional models. 

Regulatory Acceptance 
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The superset methodology is compatible with all major assessment frameworks. It does 
not require regulatory approval because it does not modify regulatory requirements. It 
modifies how organizations implement and demonstrate compliance with those 
requirements. The output of the superset architecture, continuously validated controls 
with comprehensive evidence, exceeds the expectations of any individual framework. 
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