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(CCO) Certification

With the advent of Internet-of-Things(IoT), and 24/7 businesses, the need for security
and cohesion has never been greater. The consequences of having security loopholes
are dire indeed, as it is not just the company’s confidential information that is affected.
In business, companies deal with massive amounts of confidential data. Thus, as
technology moves forward, there is a corresponding need to regulate security concerns as
an ongoing process. This regulatory framework is compliance.

The process of continually planning, doing, checking, and acting has a dizzying amount
of protocol, paperwork, and intricacies associated with it. Cybersecurity initiatives do
not become viable until compliance is established.

Specialist training is required for individuals who desire to be cybersecurity compliance
experts. Organizations need to employ a future-oriented approach when dealing with
threats and vulnerabilities. The rise of cybersecurity concerns brings with it a need for
protocol and strategies adapted to rectify these concerns. The rise in security loopholes
and protocol has created an urgent need for a next generation course in compliance.

The demand for compliance experts is only expected to grow exponentially over the next
decade. The Cybersecurity Compliance course is an ideal step-up for security professionals
looking to broaden their professional horizons.

The phrase Information Security has been replaced by Cybersecurity. The CISO title needs
an upgrade to CCO reflecting the changing threat landscape.

You have the CEO, CTO, COO, CIO and CFO management titles. It is time to add next
generation cybersecurity management title CCO too.
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Length of Exam 3 hours

Number of Questions 75-100

Question Format MCQ and Advanced Application Questions
Passing Grade 72 out of 100 points

Exam Language Availability English

Testing Center Authorized Pearson Vue testing center

1. Data Protection 8%
2. Scanning, Logging and Monitoring 5%
3. Infrastructure Security 17%
4. Extreme Hacking Penetration Testing 17%
5. Cyber Forensics 3%
6. Identity and User Protection 8%
7. Hardware Security 6%
8. Application Security 8%
9. OS Security 10%
10. Governance 18%

Total : 100%



1.1.1

1.1.1.1
1.1.1.2
1.1.1.3

1.2.1
1.2.2
1.2.3

1.3.1

1.3.1.1
1.3.1.2
1.3.2
1.3.2.1
1.3.2.2
1.3.3

1.3.4
1.3.4.1
1.3.4.2
1.3.5

Domain 1:

DATA Protection

What is CIA
Confidentiality
Integrity
Availability

Threats
Attacks

Vulnerabilities

Compromised computing
resources

OS compromises

Account compromises

Email compromises

UCE

Phishing

Copyright infringement
reports

Network and resource abuses
Network scanning activity
DoS attacks

Resource misconfiguration and
abuses

1.1.2

1.1.2.1
1.1.2.2
1.1.2.3

1.2.4
1.2.5

1.3.5.1
1.3.5.2
1.3.5.3
1.3.5.4
1.3.5.5
1.3.6

1.3.6.1
1.3.6.2
1.3.6.3

1.3.6.4

1.3.6.5

Challenges
Big data
IoT privacy

IoT security

Counter measures

Input/data validation

Open proxy servers
Anonymous FTP servers
Software configurations
Misuse of licensed resources
Policy on computing ethics
Severity of incident
Physical safety concerns
Data exposure concerns

Violation of laws and contract
concerns

Interruption of service
concerns

Scale of affect concerns
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14.1  Trueall hazards 14.1.3 Top-down approach
14.1.1 Bottom-up approach
1.4.1.2 Utilization of existing

organizations

1.5.1  Internal response team 1.54  Action item checklist

1.5.2  Identify external security 1.5.5  Track breach related rights and
resources obligations

1.5.3  Differentiate breaches 1.5.6  Review and update the

response plan regularly
1.6.1  Triple DES 1.6.4  Twofish
1.6.2 RSA 1.6.5 AES

1.6.3 Blowfish

171  Symmetric or private
172  Asymmetric of public

173  Key management services

1.8.1  Spoofing 1.8.5  Sniffing
1.8.2  Hijacking 1.8.6  Mapping
1.8.3  Trojans 1.8.7  Social engineering

1.84 DoS and DDoS
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1.9.1  Rogue wireless devices 1.9.6 MAC spoofing

1.9.2  Peer-to-peer attacks 1.9.7 Management interface exploits
1.9.3  Eavesdropping 1.9.8  Wireless hijacking

1.94  Encryption cracking 1.9.9 DoS

1.9.5  Authentication attacks 1.9.10 Social engineering

1.10.1 Least Significant 1.10.7 Security in Steganography
1.10.2 Injection 1.10.8 Private Key Steganography
1.10.3 Image Steganography 1.10.9 Public Key Steganography
1.10.4 Audio Steganography 1.10.10 Mobile Messaging

1.10.5 Video Steganography Steganography

1.10.6 Document Steganography 1.10.11 MMS Steganography

1.11.1  Social privacy
1.11.2  Data privacy

1.12.1  Parallel transmission

1.12.2  Serial 1.12.2.2 Synchronous serial

1.12.2.1 Asynchronous serial transmission

1.13.1 SaaS
1.13.2 PaaS
1.13.3 IaaS
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1.14.1
1.14.2
1.14.3
1.14.4

1.15.1
1.15.2
1.15.3
1.15.4

1.16.1
1.16.2
1.16.3
1.16.4

1.17.1
1.17.2

1.18.1
1.18.2
1.18.3
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Key sharing
Client-side integrity
Zero-knowledge

PKI for all devices

Access controls
Auditing
Authentication

Encryption

Synchronous mirroring
Asynchronous mirroring
Transaction safety

Quorum

Export and import

Scripts

Snapshot replication
Transactional replication

Merge replication

1.14.5
1.14.6
1.14.7
1.14.8

1.15.5
1.15.6
1.15.7
1.15.8

1.16.5
1.16.6
1.16.7
1.16.8

1.17.3
1.174

Sharing with link
Hardened TLS
Non-convergent cryptography

Conventional protection

Integrity tools
Backups
Application security

Statistical method security

Operating modes
High availability mode
High protection mode

High performance mode

Extract, transform, load

Integration



1.19.1 Transmission protection 1.19.4.4 Fragmented multipath model

1.19.2  Access controls 1.19.4.5 Fine grained access controls
1.19.3 Architecture of community 1.19.4.6 Dynamic authorization scheme
1.19.4 Data transmission protection 1.19.5 Experiments and analysis
1.19.4.1 Multipath model 1.19.5.1 Transmission security analysis
1.19.4.2 Region network initialization 1.19.5.2 Performance impact

1.19.4.3 Key agreement mechanism 1.19.5.3 Access security analysis

1.20.1 Centralized database 1.20.7 Operational database

1.20.2 Distributed database 1.20.8 Relational database

1.20.3 Personal database 1.20.9 Cloud database

1.20.4 End-User database 1.20.10 Object-oriented database
1.20.5 Commercial database 1.20.11 Graph database

1.20.6 No SQL database

1.21.1  2FA 1.21.5 Centralized login
1.21.2 MFA 1.21.6  Password manager
1.21.3 Single Sign-on Cards 1.21.7 Sociallogin

1.21.4 Shared Sign- on

1.22.1 Type 1- Proof of work
1.22.2 Type 2- Proof of resource
1.22.3 Type 3- Proof of identity
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2.1.1
2.1.2
2.1.3
2.14
2.1.5
2.1.6
2.1.7

2.2.1
2.2.2
2.2.3
2.2.3.1
2.2.3.2
2.2.3.3
2.2.3.4

2.3.1
2.3.2
2.3.3

2.4.1
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Domain 2:

Scanning, Logging and Monitoring

Identify

Analyze

Evaluate

Track and report
Control and treatment
Monitor

Active directory

Types of data logging

Types of data collection
Types of data storage
Enterprise storage networks
Server side flash

Storage vendors

HDD and SSD

Tape storage media
Optical media storage
Disk storage

Admin users

2.1.8
2.1.9
2.1.10
2.1.11
2.1.12
2.1.13

2.2.3.5
2.2.3.6
2.2.4

2.2.4.1
2.2.4.2
2.2.4.3

2.34
2.3.5

2.4.2

Endpoint Protection
Vulnerability assessment tools
SIEM solutions

MDM

Switches and routers

Firewalls

Optical data storage
Flash memory cards

Security access control
compliance

DAC
MAC
RBAC

Removable disk storage

Cloud archiving

Grant Any Privilege users



2.5.1
2.5.2

2.6.1
2.6.2
2.6.3

2.7.1
2.7.2

2.8.1
2.8.2

2.9.1
2.9.2
2.9.3

Inventory documentation

Common targets

Data storage
Shared workload

Flash arrays

Wasted Virtual Resources
Snapshot Usage

Full Security

Para- Security

Operational statistics
Performance statistics

Compliance goals

2.5.3
2.54

2.7.3

2.8.3

Schedule regular patching

Automate patches if feasible

Optimizing Virtual Machine

Performance

0S-level Security
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3.1.1

3.1.2

3.1.3

3.2.1
3.2.2
3.2.3
3.2.3.1

3.3.1
3.3.2
3.3.3

3.4.1
3.4.2
3.4.3

Domain 3:

Infrastructure Security

Inventory control of hardware

assets

Inventory control of software

assets
BYOD

Enterprise architecture
Security architecture
Types of architecture
Integrated

NAC
Application security
Antivirus and antimalware

Foundation interoperability
Structural interoperability

Semantic interoperability

3.14 CLOUD AND SAAS
3.1.5  Security

3.1.6  Mobile devices
3.1.7  IoT devices

3.2.3.2 Distributed
3.2.3.3 Pooled
3.2.3.4 Converged

software
3.3.4  Email security

3.3.5  Wireless security
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3.5.1  Outer perimeter security 3.5.4 Inner perimeter security
3.5.2  Natural access control 3.5.5 Interior security
3.5.3  Territorial reinforcement

3.6.1 Zigbee 3.6.3  Bluetooth and BLE

3.6.2 Wifi 3.64 WiMax

3.7.1 PAN 3.72.3 EPN

3.72 SAN 374 VPN

3.8.1  Packet filtering firewalls 3.8.4  Application-level gateways
3.8.2  Circuit-level firewalls 3.8.5 Next-gen firewalls

3.8.3  Stateful inspection firewalls

3.9.1 WEP 3.9.3 WPA2
3.9.2 WPA 3.94 WPA3

3.10.1 SMTP STARTTLS
3.10.2 S/MIME
3.10.3 PGP
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3.11.1
3.11.2
3.11.3
3.11.4
3.11.5
3.11.6
3.11.7
3.11.8
3.11.9
3.11.10
3.11.11
3.11.12
3.11.13
3.11.14
3.11.15
3.11.16
3.11.17
3.11.18
3.11.19
3.11.20
3.11.21
3.11.22
3.11.23
3.11.24
3.11.25
3.11.26
3.11.27
3.11.28
3.11.29
3.11.30

Securing televisions
Securing projectors
Securing printers

Securing electronic media
Securing faxes

Securing telephones
Securing Voting Machines
Securing Smartwatches
Securing Smart shoes
Securing Smart rings
Securing Smart rings
Securing Smart jackets
Securing Smart jewelry
Securing Self-driving cars
Securing Smartphones
Securing Smart headphones
Securing Smart Speakers
Securing Smart fans
Securing Smart Fridge
Securing Smart shower
Securing Smart toothbrush
Securing Smart lighting
Securing Smart thermostats
Securing Smart frames
Securing Smart clocks
Securing Smart oven
Securing Smart microwave
Securing Smart toaster
Securing Smart plate

Securing Smart cups

3.11.31

3.11.32
3.11.33
3.11.34
3.11.35
3.11.36
3.11.37
3.11.38

3.11.39
3.11.40
3.11.41
3.11.42
3.11.43
3.11.44
3.11.45
3.11.46
3.11.47
3.11.48
3.11.49
3.11.50
3.11.51
3.11.52
3.11.53
3.11.54

3.11.55
3.11.56
3.11.57
3.11.58

Securing Smart washing
machine

Securing Smart dryers
Securing Smart sprinklers
Securing Smart smoke alarm
Securing Security cameras
Securing Laptops

Securing Desktops

Securing Smart electric vehicle
charger

Securing Electric vehicle
Securing Pacemaker
Securing Smart access tags
Securing Smart signals
Securing Smart buses
Securing Smart taxis
Securing Smart trains
Securing Smart cycle
Securing Smart glasses
Securing Smart helmet
Securing Smart bracelet
Securing Smart tattoos
Securing Smart mouse
Securing Smart routers
Securing Smart repeaters

Securing Smart classroom
boats

Securing Smart gloves
Securing Smart fitness bands
Securing Smart projector

Securing Smart printers
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3.11.59
3.11.60
3.11.61
3.11.62
3.11.63
3.11.64
3.11.65
3.11.66
3.11.67

3.12.1
3.12.2
3.12.3
3.12.4
3.12.5

3.13.1
3.13.2
3.13.3

3.14.1
3.14.2
3.14.3

3.15.1
3.15.2
3.15.3

Securing Smart keyboards
Securing Smart cleaners
Securing Smart humidifiers
Securing Gaming consoles
Securing Sensors

Securing Autonomous devices
Securing Industrial devices
Securing Virtual reality (VR)

Securing Augmented reality

Public cloud

Private cloud
Hybrid cloud
Platform as a service

Infrastructure as a service

SaaS
IaaS
PaaS

Role-based models
Attribute models

Multi-tenancy models

NLB
POLB
HTTP load balancing

(AR)

3.1.68
3.11.69
3.11.70
3.11.71
3.11.72
3.11.73
3.11.74
3.11.75

3.12.6
3.12.7
3.12.8
3.12.9

3.13.4
3.13.5
3.13.6

Securing Development boards
Securing Amazon Echo
Securing Drones

Securing Smart refrigerators
Securing IoT operating systems
Securing Hijacking cloud data
Securing Quantum computing

Securing Governance

Software as a service
Flexibility
Scalability

Security

NaaS
CompaaS
DSaaS
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3.16.1
3.16.2

3.17.1
3.17.2
3.17.3

3.18.1
3.18.2
3.18.3

3.19.1
3.19.2
3.19.3

3.20.1
3.20.2
3.20.3

3.21.1

3.21.2

Corporate data centers
Webhosting data centers

Fingerprint recognition
Facial recognition

Iris recognition

Server Security
Storage Security
Network Security

Content Indexing
Content Hierarchy

Content Segregation

Application Security
Desktop Security
Storage Security

Capacity planning For virtual
environment

Expert answers on planning

3.16.3 Turnkey solution data centers
3.16.4 Web 2.0 data centers

3.17.4  Voice recognition

3.17.5 Signature recognition
3.18.4 Desktop Security

3.18.5 Application Security

3.19.4 Network Sync

3.19.5 Network Implementation
3.19.6 Network security

3.20.4 Hardware/Server Security
3.20.5 Network Security

for growth

3.21.3 Pitfalls of Security

3.21.4 Capacity planning checklist

© Copyright 2019 Rocheston



3.22.1 External risks 3.22.3 Ecosystem exposures

3.22.2 Internal risks 3.22.4 Social and reputational threats
3.23.1 Critical assets 3.23.3 Reporting
3.23.2 Resource capabilities 3.23.4 Modernization

3.24.1 Internal communications
strategy

3.24.2 Training and focus sessions
3.24.3 BYOD

3.25.1 Data protection
3.25.2 Research protection
3.25.3 Operational security

3.26.1 Secure machine learning
environment

3.26.2 Malicious activity detection
3.26.3 Malicious activity segregation

3.26.4 Artificial intelligence in
cybersecurity
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4.1.1
4.1.2
4.1.3
4.1.4

4.2.1
4.2.2
4.2.3
4.2.4
4.2.4.1
4.2.4.2

4.3.1
4.3.2
4.3.3
4.3.4

4.4.1
4.4.2
4.4.3

Domain 4:

Extreme Hacking Penetration Testing

Black box audit

White box audit

Grey box audit

Network penetration testing

Host based
Network based
Database based
Vulnerability tools
Host based
Network based

Browser attacks
Brute force attacks
DoS attacks

SSL attacks

Integrated product suites
Dedicated CMDB tools
Discovery tools

4.1.5

4.1.6

4.2.4.3
4.2.5

4.2.5.1
4.2.5.2
4.2.5.3
4.2.54

4.3.5
4.3.6
4.3.7

4.4.3.1
4.4.3.2

Application penetration
testing

Workflow response testing

Database based

Vulnerability testing methods
Active testing

Passive testing

Network testing

Distributed testing

Scan attacks
DNS attacks
Backdoor attacks

Strength of point
Weakness of point
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4.5.1
4.5.2
4.5.3

4.6.1
4.6.2
4.6.3

471
4.7.2
4.7.3
4.74
4.7.5
4.7.6

4.8.1
4.8.2
4.8.3

49.1
4.9.2
4.9.3

Virus
Malware

Trojan Horse

Mail lists
User databases
DHA

DDoS

Spamming

Sniffing traffic
Keylogging

Spreading new malware
Advert addons and BHOs

Nonresponses
Inadvertent insiders

Insider collusion

Flatbed scanners
Sheet-fed scanners

Integrated scanners

4.5.4
4.5.5
4.5.6

4.6.4
4.6.5

4.7.7
4.7.8

4.7.9
games

4.7.10

4.8.4
4.8.5

494
4.9.5

Worm
Spyware
Adware

Open relay method
Malware method

Google Adsense abuse
IRC chat networks

Manipulation online polls and

Mass identity theft

Persistent malicious insiders

Disgruntled employees

Drum scanners

Portable scanners
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4.10.1 Free programs
4.10.2 Specialized programs
4.10.3 All-in-one programs

4.11.1 Phishing 4.11.5 Baiting
4.11.2 Spear Phishing 4.11.6 Tailgating
4.11.3 Vishing 4.11.7 Quid pro quo

4114 Pretexting

4.12.1 Volume based attacks 4.12.7 Ping of Death

4.12.2 Protocol attacks 4.12.8 Slowloris

4.12.3 Application layer attacks 4.12.9 NTP amplification
4.12.4 UDP flood 4.12.10 HTTP flood

4.12.5 ICMP flood 4.12.11 Zero day DDoS attacks

4.12.6 SYN flood

4.13.1 Malware-Based Phishing Attacks

4.13.2 Keyloggers and Screen loggers 4.13.7 Data Theft

4.13.3 Session Hijacking 4.13.8 DNS based Phishing

4.134 Web Trojans 4.13.9 Content-injection Phishing
4.13.5 Hosts File Poisoning 4.13.10 Man-in-the-middle Phishing
4.13.6 System Reconfiguration 4.13.11 Search Engine Phishing

© Copyright 2019 Rocheston



4.14.1
4.14.2
4.14.3
4.14.4

4.14.5
4.14.6
4.14.7
4.14.8

4.15.1
4.15.2
4.15.3

4.16.1

4.16.2

4.16.3

4.16.4

4.16.5

4.16.6

4.16.7

Data threats
Cloud API vulnerability
Malicious insiders

Shared technology
vulnerabilities

Provider Lock-in
Weak cryptography
Vulnerable cloud services

Cloud malware injections

Server Security
Client Security
Storage Security

Conducting active and passive

reconnaissance penetration
testing

Managing Bug Bounty
programs

Conducting penetration

testing using vulnerability
analysis

Conducting penetration
testing in web applications

Conducting penetration
testing in mobile devices

Conducting penetration
testing in internal networks

Conducting penetration
testing in external networks

4.14.9

4.14.10
4.14.11
4.14.12
4.14.13
4.14.14
4.14.15
4.14.16

4.16.8

4.16.9

4.16.10

4.16.11

4.16.12

4.16.13

4.16.14

Abuse of cloud services
Denial of service

Side channel

Wrapping attacks
Man-in-the-cloud

Insider attacks

Account or service hijacking
APTs

Conducting penetration
testing in supplier connected
networks

Conducting physical security
penetration testing

Conducting source code
penetration testing

Conducting penetration testing
in software development

Conducting enterprise
database privacy protection
penetration testing

Conducting end user
penetration testing

Conducting network dataflow
penetration testing
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4.16.15

4.16.16

4.16.17

4.16.18

4.16.19

4.16.20

4.17.1
4.17.2
4.17.3
4.17.4
4.17.5
4.17.6
4.17.7
4.17.8

Conducting encryption,
2FA and effective password
penetration testing

Conducting leakage of data
penetration testing

Conducting spread of fake
news penetration testing

Conducting organization
reputation penetration testing

Conducting IoT penetration
testing

Conducting hardware
penetration testing

Data Encryption
Insider threats
Background checks
Staff education
Monitoring solutions
Termination practices
Access controls

Checks and Balances

4.16.21

4.16.22

4.16.23

4.16.24

4.16.25

4.16.26

Conducting digital badges
penetration testing

Conducting switches, gateways
and routers penetration testing

Conducting rouge employees
penetration testing

Conducting malicious content
penetration testing

Conducting cloud connected
deep leaning algorithms
penetration testing

Penetration testing analysis
and report writing
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Domain 5:

CyberForensics
5.1.1  Collection forms 5.1.4  Transfer and handling logs
5.1.2  Photos 5.1.5  Software logs
5.1.3  Delivery and shipping logs 5.1.6 Documentation protection
5.2.1 e-Discovery 5.2.4 Clusters
5.2.2 Email threading 5.2.5 Near duplicates

5.2.3 Keyword expansion

5.3.1  Computer forensics 5.3.4  IoT forensics
5.3.2 Network forensics 5.3.5 Multimedia forensics
5.3.3  Mobile device forensics 5.3.6  Cloud forensics

54.1  Manage cybersecurity non-
compliance

5.4.2  Maintain cybersecurity
awareness and training program

5.4.3  Establish and manage disaster
recovery plan
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6.1.1
6.1.2

6.2.1
6.2.2
6.2.3
6.2.4
6.2.5
6.2.6

6.3.1
6.3.2
6.3.3
6.3.4
6.3.5

6.4.1
6.4.2
6.4.3
6.4.4
6.4.5

Domain 6:

Identity and User Protection

Email security training

Internet security training

Manageengine
VMware AirWatch
SOTI Mobicontrol
Citrix XenMobile
MaaS360

Microsoft Intune

Hosted (type 2)
Bare- metal (type 1)
VMware ESXi

EAL 4+ certification
DISA STIG for ESX

Hitachi ID password manager
SecureAuth Identity

Ping Identity

Cierge

Keycloack

6.1.3

Information sharing

procedures training

6.2.7

6.2.8
6.2.9

6.2.10

6.3.6
6.3.7
6.3.7.1
6.3.7.2
6.3.7.3

6.4.6
6.4.7
6.4.8
6.4.9

Apptech360 Enterprise
Mobility Management

Baramundi Management Suite

Google Enterprise
Management Tool

Apple Enterprise Management
Tool

NSA central Security Service
Security principles

Secure the guests

Access controls

Admin Controls

AuthO
Gluu
Miniorange

Forgerock
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6.5.1

6.5.2
6.5.3

6.5.4

6.6.1
6.6.2
6.6.3
6.6.4
6.6.5

Use lots of quirky character
types
Don't use dictionary words

Use different passwords on
different accounts

Use 2FA

DoS

Malware
Password attacks
Phishing

Ransomware
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71.1
71.2

7.2.1
7.2.2
7.2.3

7.3.1
7.3.2

7.3.3
734
7.3.5

74.1
74.1.1
74.1.2
74.2
74.2.1
74.2.2
74.2.3
74.2.4

Domain 7:

Hardware Security
Star topology 7.1.3
Bus topology 714
SSL Proxy 724
FTP Proxy 7.2.5
HTTP Proxy
Need to have basis 7.3.6
Passphrase protected 7.37
encryption 73.8
Remote management options 73.9
Event logging 73.10
Regular scanning 7.3.11
Malware 74.2.5
External malware 74.3
Embedded malware 7.4.3.1
Embedded chips 7.4.3.2
RFID security 7.4.3.3
GPS security 7.4.3.4
Portable device security 7.4.3.5
Wearable device security 744

Ring topology
Mesh topology

SOCKS Proxy

Anonymous Proxy

Regular audits

Regular backups

Test data recovery
Unique serial numbers
Geotagging

Wiping or destroying

Home appliances security
Physical security systems
Biometrics

Facial recognition
Password protection
Keyloggers

Cables

HSM
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8.1.1
8.1.2

8.1.3
8.14
8.1.5

8.2.1
8.2.2
8.2.3
8.2.4

8.3.1
8.3.2
8.3.3
8.3.4
8.3.5

8.4.1
8.4.2

Domain 8:

Application Security

Impuse Safeconnect

Extereme Networks
ExtermeControl

Auconet BICS
Forescout CounterACT

Pulse Policy Secure

PPTP VPN
Site-to-Site VPN
L2TP VPN

IPsec

Trust component
Authentication mechanics
Authorize after authenticate
Data separation and control

Data validation

LAMP Stack
DRUPAL Appliance

8.1.6
8.1.7

8.1.8
8.1.9

8.2.5
8.2.6
8.2.7

8.3.6
8.3.7
8.3.8
8.3.9

8.3.10

8.4.3
8.4.4

HPE Aruba Clearpass

Bradford Networks’ Networks
Sentry

Cisco Identity Services Engine
Inforexpress Cybergatekeeper

SSLand TLS
MPLS VPN
Hybrid VPN

Cryptography application
Sensitive data handling
Consider users

Integrating external
components

Flexibility

Wordpress Appliance

Domain Controller
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8.4.5
8.4.6
8.4.7

8.5.1
8.5.2

8.6.1
8.6.2

8.71

8.8.1
8.8.2
8.8.3

8.9.1
8.9.2
8.9.3
8.9.4
8.9.5
8.9.6

Zimbra Appliance
OTRS Appliance
Openfiler Appliance

Inproc

Stateserver

Schedule
Quality

Active Hijacking

The Berne Convention
International treaties
Handling copyright

Hidden field manipulation
Cookie poisoning
Parameter tampering
Buffer overflow

Cross site scripting

Backdoor or debug options

8.4.8

8.4.9

8.4.10

8.5.3

8.6.3

8.7.2

8.8.4

8.9.7
8.9.8
8.9.9

Opsview Core Virtual
Appliance

FOG Project
Moodle

SQLserver

Cost

Passive Hijacking

infringements

Application License
management

Stealth commanding

Forced browsing

Third party misconfigurations
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8.10.1 Avoiding Buffer Overflows and 8.10.5 Designing Secure User

Underflows Interfaces

8.10.2 Validating Inputs and 8.10.6 Designing Secure Helpers and
Interprocess Communication Deamons

8.10.3 Race Conditions and Secure 8.10.7 Avoiding Injection Attacks and
File Operations XSS

8.10.4 Elevating Privileges Safely

8.11.1 Importance of software
updates

8.11.2 Types of updates
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9.11
9.1.2
9.1.3

9.14
9.1.5
9.1.6
9.1.7

9.2.1
9.2.2
9.2.3

9.3.1
9.3.2
9.3.3
9.3.4

9.4.1
9.4.2

Domain 9:
OS Security

VM Sprawl
Sensitive data within a VM

Security of offline and dormant
VM

Security of Pre-configured VM
Lack of visibility
Resource exhaustion

Hypervisor security

Planning security
Thin hypervisors

Latest security features

OS Security
Application-server Security
Application Security

Administrative Security

Security

OS emulation

9.1.8  Unauthorized access to
Hypervisor

9.1.9  Account or service hijacking

9.1.10 Workloads of different trust
levels located on the same
server

9.1.11 Risk due to cloud service
providers APIs

9.3.5 Network Security

9.3.6 Hardware Security

9.3.7  Storage Security

9.4.3 Hardware or full system

emulation
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9.5.1

9.5.2
9.5.3
9.54
9.5.5

9.5.6

9.5.7

9.5.8

9.5.9
9.5.10
9.5.11

9.6.1
9.6.2
9.6.3
9.6.4
9.6.5
9.6.6
9.6.7
9.6.8

9.71
9.7.2

Configuring and managing a
Windows Kernel

Windows firewall management
Managing Windows services
Managing Windows ports

Managing Windows Firewall
configuration

Managing Windows Dot
Defender

Managing Windows Active
Directory

Managing Windows Network
Load Balancing

Managing User Access Control
Managing Windows updates

Managing Windows Recover
Volumes

Protecting Host Information
BIOS Protection

Hard Disk Encryption

Disk Protection

Boot directory security

USD Usage security

Kernel System Update Security

Managing and Patching
installed applications

Updates and patches
System Preferences

9.5.12

9.5.13
9.5.14

9.5.15

9.5.16

9.5.17
9.5.18

9.5.19

9.5.20

9.6.9

9.6.10
9.6.11
9.6.12
9.6.13
9.6.14
9.6.15
9.6.16
9.6.17

9.7.3
9.7.4

Managing Windows backup
and Restore

Managing Windows Data Disks

Managing Windows
Authentication

Managing Windows
Applications

Managing Windows
Environment variables

Server hardening

Managing windows
permissions and shares

Managing Windows threat
detection solutions

Managing Windows workload
specific security

C Managing open ports
Secure SSH

Enable SELinux

Securing Network parameters
Password Policies
Permissions and verifications
Additional process hardening
Firewall management

Linux Services management

iCloud
Logging and Auditing
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9.7.5  Access and Authentication 9.7.7  Network Configuration
9.76  User Accounts

9.8.1 Server Security 9.8.2  Desktop Security

9.9.1 Windows virtual machine 9.9.5 Capture an image of Windows
documentation server

9.9.2 Linux virtual machine 9.9.6 IPython notebook on Azure
documentation 9.9.7 Managed disks

9.9.3 Virtual network and 9.98 AzureIaaS
Expressroute

9.9.4 Provision a SQL server virtual
machine

9.10.1 Paravirtual 9.10.2 Hardware Virtual Machine

9.11.1 Password Management 9.11.4 End-to-end encryption

9.11.2 Virtual Private Network 9.11.5 Device tracker

9.11.3 Antivirus 9.11.6 MDM

9.12.1 Securing device hardware 9.12.4 Safetynet

9.12.2 Securing Android OS 9.12.5 Safetynet Attestation

9.12.3 Android application runtime 9.12.6 Design Review

9.13.1 Importance of software 9.13.2 Types of updates

updates

© Copyright 2019 Rocheston



Domain 10:

Governance

10.1.1 Electronic monitoring 10.14 Three-Person surveillance
10.1.2 Fixed surveillance 10.1.5 Undercover operations
10.1.3 Stationary technical

surveillance
10.2.1 RFC2818: HTTP over TLS 10.2.3 RFC 6101: Secure Sockets Layer
10.2.2 RFC 5246: The Transfer Layer

Security
10.3.1 Excessive privileges 10.3.6 Exploitation of vulnerable
10.3.2 Legitimate privilege abuse database
10.3.3 Database injection attacks 10.3.7 Unmanaged sensitive data
10.3.4 Malware 10.3.8 The human factor
10.3.5 Storage media exposure 10.3.9 Multilayered security solutions
10.4.1 Planned response and defined 10.4.4 Consequences of data going

resources public
10.4.2 Network quarantine 10.4.5 Rebuilding, backup and
10.4.3 Investigate the leak recovery
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10.5.1 Application Security
10.5.2 Desktop Security
10.5.3 Hardware Security

10.6.1 Hardware Security
10.6.2 Software Security
10.6.3 Storage Security
10.6.4 Memory Security

10.71 Chief Cyber Security Officer
Compliance

10.7.2 Chief Data Privacy Officer
Compliance

10.7.3  Chief Risk Officer Compliance

10.74 Cybersecurity Compliance
Officer

10.8.1 Security Rule

10.8.1.1 Access definition
10.8.1.2 Personal identifiers
10.8.2 Technical Compliance
10.8.2.1 Access controls
10.8.2.2 Encryption

10.8.2.3 Activity logging
10.8.2.4 Audit controls
10.8.2.5 Device status

10.54 Network Security
10.5.5 Storage Security

10.6.5 Data Security
10.6.6 Network Security
10.6.7 Desktop Security

10.7.5 Extreme Hacker Compliance

10.7.6  Chief Cybersecurity Engineer
Compliance

10.7.7  Cybercrime Investigator
Compliance

10.8.3 Physical Compliance

10.8.3.1 Facility access controls
Implementation

10.8.3.2 Positioning workstations
10.8.3.3 Mobile device policies
10.8.3.4 Hardware inventory

10.8.4 Administrative Compliance
10.8.4.1 Conducting risk assessments

10.8.4.2 Risk management policies
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10.8.4.3 Security training

10.8.4.4 Contingency policies
10.8.4.5 Testing of contingency policies
10.8.4.6 Third party access policies
10.8.4.7 Logging security incidents
10.8.5 Privacy Compliance
10.8.5.1 Employee training
10.8.5.2 Integrity of ePHI

10.8.5.3 Physical permissions
10.8.6 Notification Rule

10.8.6.1 Nature of ePHI

10.8.6.2 Tracing IP

10.8.6.3 Source of ePHI

10.8.6.4 Documenting damage
10.8.7 Omnibus Rule Compliance
10.8.7.1 Final amendments
10.8.7.2 HITECH requirements

10.9.1 Whatis SOX

10.9.1.1 Section 302

10.9.1.2 Section 404

10.9.1.3 Compliance audit
10.9.1.4 PCAOB

10.9.1.5 COSO

10.9.1.6 COBIT

10.9.1.7 ITGI

10.9.2 Internal Controls Compliance
10.9.2.1 Access

10.9.2.2 Security

10.9.2.3 Change management
10.9.2.4 Backup procedures
10.9.3 SOXand SAS

10.9.3.1 SOX application

- Unsecured Protected Health
information

10.8.7.3 Breach notifications

10.8.7.4 Usage forensics

10.8.8 Workforce Compliance
10.8.8.1 Business associate agreements
10.8.8.2 Update privacy policies
10.8.8.3 Notices of privacy practices
10.8.8.4 Employee training

10.8.9 Enforcement Rule Compliance
10.8.9.1 Violations and penalties
10.8.9.2 Customer data

10.8.9.3 Disclosures

10.8.10 IT Compliance

10.8.10.1 Checklist

10.8.10.2 IT Requirements

10.8.10.3 Audit checklist

10.9.3.2 Type 2 SAS no.70 report
10.9.3.3 Valid SAS 70 report

10.9.4 Implementation Compliance
10.9.4.1 Framework identification
10.9.4.2 Modification policies
10.9.4.3 Maintenance policies
10.9.4.4 Storage policies

10.9.4.5 Access policies

10.9.5 Operational Compliance
10.9.5.1 Security breaches

10.9.5.2 Data tampering prevention
10.9.5.3 Sensitive data

10.9.5.4 Historical disclosures
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10.10.1 What is NICE

10.10.1.1 NIST

10.10.1.2 Purpose and applicability
10.10.1.3 Stakeholders

10.10.1.4 Components and
relationships

10.10.2 Securely Provision Category
Compliance

10.10.2.1 Risk management
10.10.2.2 Software development
10.10.2.3 Systems architecture
10.10.2.4 Technology R&D

10.10.2.5 System requirements
planning

10.10.2.6 Test and evaluation
10.10.2.7 Systems development

10.10.3 Operate and Maintain
Category Compliance

10.10.3.1 Data administration
10.10.3.2 Knowledge management

10.10.3.3 Customer service and
technical support

10.10.3.4 Network services
10.10.3.5 Systems administration
10.10.3.6 Systems analysis

10.10.4 Oversee and Govern Category
Compliance

10.10.4.1 Legal advice and advocacy

10.11.1 Network Security Compliance
10.11.1.1 Firewall setup

10.11.1.2Firewall configuration

10.10.4.2 Training and education
10.10.4.3 Cybersecurity management
10.10.4.4 Strategic planning and policy
10.10.4.5 Executive cyber leadership

10.10.4.6 Program management and
acquisition

10.10.5 Protect and Defend Category
Compliance

10.10.5.1 Cyber defense analysis

10.10.5.2 Cyber defense infrastructure
support

10.10.5.3 Incidence response

10.10.5.4 Vulnerability assessment and
management

10.10.6 Analyze Category Compliance
10.10.6.1 Threat analysis

10.10.6.2 All source analysis

10.10.6.3 Targets

10.10.6.4 Language analysis

10.10.7 Collect and Operate Category
Compliance

10.10.7.1Collection operations
10.10.7.2 Cyber operational planning
10.10.7.3 Cyber operations

10.10.8 Investigate Category
Compliance

10.10.8.1 Cyber investigation
10.10.8.2 Digital forensics

10.11.1.3Vendor supply passwords
10.11.1.4Security parameters
10.11.2 Data Protection Compliance
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10.11.2.1Data protection policies

10.11.2.2 Public network transmission
policies

10.11.2.3 Encryption

10.11.3 Vulnerability Management
Compliance

10.11.3.1Anti-virus setup
10.11.3.2 Anti-virus updates

10.11.3.3 Development of secure
systems

10.11.3.4 Development of secure
applications

10.11.4 Access Controls Compliance

10.12.1 Whatis GDPR

10.12.1.1GDPR incubation

10.12.1.2 GDPR implementation
10.12.2 Customer Consent Compliance
10.12.2.1 Customer privacy policy
10.12.2.2 Withdrawal rights

10.12.2.3 Consent logging

10.12.3 Data Protection Compliance
10.12.3.1 Data protection policies
10.12.3.2 Data protection responsibility
10.12.3.3 Systematic monitoring
10.12.3.4 Processing large scale data

10.12.3.5 Processing special categories
of data

10.12.4 DPIA Compliance
10.12.4.1 Need for DPIA
10.12.4.2 DPIA audit

10.11.4.1Control measures
10.11.4.2 Unique IDs
10.11.4.3 Physical access

10.11.5 Monitoring and Testing
Compliance

10.11.5.1Track and monitor all access
points

10.11.5.2 Network resources and data
10.11.5.3 System checks

10.11.6 Security Policy Compliance
10.11.6.1Security policy for customers
10.11.6.2 Security policy for employees
10.11.6.3 Security policy for vendors

10.12.4.3 Legal and regulatory policies
10.12.4.4 Privacy policies

10.12.4.5 Risks identification

10.12.4.6 Protection evaluation
10.12.4.7 Alternative processes
10.12.5 Data Breach compliance
10.12.5.1 Breach protocols

10.12.5.2 Breach report

10.12.5.3 Breach closure

10.12.6 Right to be Forgotten
Compliance

10.12.6.1 Data minimalization
principle

10.12.6.2 Customer consent and data
deletion

10.12.6.3 Data repositories
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10.13.1 ISO 27001 and 27002
10.13.1.1Project team and project lead
10.13.1.2 Gap Analysis

10.13.1.3 Scope the ISMS

10.13.1.4 High-level policy
development

10.14.1 Data protection assurance
checklist

10.14.1.1Controllers checklist
10.14.1.2 Processors checklist

10.14.2 Information security

10.15.1 Citizens Rights to Personal
Information

10.15.1.1Information disclosure
10.15.1.2 Information usage disclosure
10.15.1.3 Information authority control
10.15.1.4 Information access

10.15.1.5 Continuity in service

10.15.2 Business Obligations

10.15.2.1 Information disclosure

10.15.2.2 Terms of service

10.16.1 Documentation reviews

10.16.2 Information gathering
techniques

10.13.1.5 Risk assessment
10.13.1.6 Control application
10.13.1.7Risk documentation
10.13.1.8 Staff awareness training
10.13.1.9 Internal audits

10.14.3 Direct marketing

10.14.4 Records management

10.14.5 Data sharing and subject access
10.14.6 CCTV

10.15.2.3 Information request handling
10.15.2.4 Client-Side storage scenarios

10.15.2.5 Disclosure of all parties
involved in data handling

10.15.3 Deleting Customer Data

10.15.3.1 How to handle deletion
requests

10.15.3.2 Instances for data ownership
in special cases

10.15.3.3 Conditions for retaining data

10.16.3 Delphi technique
10.16.4 Root cause analysis
10.16.5 Checklist analysis
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10.16.6 Risk register 10.16.9 Risk data quality assessment

10.16.7 Assumption analysis 10.16.10 Monte Carlo analysis

10.16.8 Probability and impact matrix 10.16.11 Decision tree

10.171 VM sprawl 10.17.5 Offline and dormant VMs

10.17.2 Complexity of monitoring 10.17.6 Hypervisor security

10.17.3 Data loss, theft and hacking 10.17.7 Execution of VMs with

10.17.4 Lack of visibility into virtual different trust levels
network traffic 10.17.8 Pathways from public to

hybrid cloud systems

10.18.1 Effective framework 10.18.4 Proactive incident response

10.18.2 End-to-end scope planning

IOHRE R eceEaamEn st 10.18.5 Dedicated cybersecurity
modeling resources

10.19.1 Active IDS 10.19.4 HIDS

10.19.2 Passive IDS 10.19.5 Knowledge based IDS

10.19.3 NIDS 10.19.6 Behavior based IDS

10.20.1 Defensive privacy 10.20.3 Personal privacy

10.20.2 Human rights privacy 10.20.4 Contextual privacy

10.21.1 Full backup 10.21.4 Mirror backup

10.21.2 Incremental backup
10.21.3 Differential backup
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10.22.1 Descriptive 10.22.4 Predictive

10.22.2 Exploratory 10.22.5 Casual
10.22.3 Inferential 10.22.6 Mechanistic
10.23.1 Capacity and capability 10.23.3 Professionals vs specialists

10.23.2 Variety of cyber security skills

10.24.1 Risk Management Strategy 10.24.3 Business Environment
10.24.2 Asset Management 10.24.4 Supply Chain Management
10.25.1 Access Controls 10.25.2.2 Information procedures
10.25.1.1 Identity Management 10.25.3 Protective Technology
10.25.1.2 Authentication 10.25.4 Awareness Training Process
10.25.2 Information protection 10.25.5 Data Security

10.25.2.1 Information processes

10.26.1 Anomalies and Events 10.26.2 Continuous Scan Process
Handling Process 10.26.3 Detection Process

10.27.1 Response Strategy
10.27.2 Communication Protocols
10.27.3 Mitigation Process
10.27.4 Analysis and Reporting
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